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COURSE DESCRIPTION

COURSE: 
 
DMS 3.0 Organizational User – DMS Microsoft Outlook 2000

DURATION:  

One Day

COURSE SUMMARY:
This class introduces HQMC users to the fundamental concepts associated with the Defense Message System 3.0 (DMS).  Students learn to create, address and submit DMS 3.0 messages.

OBJECTIVES:
Upon completion of this course the student will be able to:

1. Populate the Personal Address Book/Contacts Folder using Master Key Plus

2. Utilize the PAB/CONTACTS X.500 Synchronization Tool

3. Recognize the difference between V1 and V3 entries

4. Create an Organizational message using JMPS and the DMS 3.0 client 

5. Send signed and encrypted messages

6. Locate Delivery and Non-Delivery Receipts

7. Locate Incoming Message Traffic

8. Draft Release Process

MAJOR TOPICS:
Defense Message System (DMS) 3.0 Overview

Accessing the DMS Directory 




Creating an DMS 3.0 Organizational Message




Viewing Messages Within Public Folders

LESSON 1 DEFENSE MESSAGE SYSTEM 3.0 OVERVIEW 

In this lesson you will learn about:

· DMS Overview

· DMS HQMC Help Desk Support

· DMS Security Procedures and Policies

I.  DMS OVERVIEW

The Defense Message System (DMS) version of Microsoft Outlook adds specific features to the commercial Outlook product to comply with the specifications set forth by the US Department of Defense and Offers robust messaging and GroupWare capabilities in an integrated, easy to administer solution, which supports universal connectivity.

The Program’s primary goal is to provide a message system that satisfies writer-to-reader requirements while reducing cost and staffing levels.

Microsoft Outlook DMS clients are available on Windows NT 4.0 and Windows 2000 platforms.

II.  HQMC DMS HELP DESK SUPPORT

Even though the DMS system is designed to facilitate “writer to reader” messaging connectivity and replace required processing by the Local Control Center (LCC), the core mission of the HQMC LCC is to ensure 100% DMS operational capability for all HQMC staff agencies, office codes and supported elements within the National Capital Region (NCR).  In accordance with this mission, the HQMC LCC has established a DMS Help Desk designed to resolve trouble tickets and assist users with any DMS related issues.  Users are encouraged to first contact their respective Information Systems Coordinators (ISCs) prior to contacting the DMS Help Desk.

The HQMC Local Control Center (HQMC LCC) is located in the Navy Annex, Federal Building 2, Room 2418.  Key telephone numbers are as follows:

DMS TROUBLE DESK NUMBERS:

Trouble Desk:
(703) 614-1721




(703) 614-1723



(703) 614-2119



(703) 614-2098

POC’s:  Capt Richards  -   Officer in Charge


  MSgt Witherspoon – SNCOIC


  GySgt Holden   -   DMS Ops Chief


  GySgt Willis   -   DMS Systems Chief


  Mr. Aldo Brown –   DMS Systems

III.  DMS SECURITY PROCEDURES AND POLICIES


GENERAL INFORMATION

All DMS releasers are issued Fortezza Cards.  Fortezza Cards were designed by the National Security Agency (NSA) and offer DMS releasers the ability to digitally sign, encrypt (seal) and release organizational messages.  Due to the sensitive security issues associated with the Fortezza Card, a number of security procedures have been established.  Fortezza Card Holders are instructed to adhere to the following policies:

1.  Fortezza policy letter will be provided upon receipt of Fortezza card.

2.  Store Fortezza Card in storage cover and secure area when not in use.

3.  Do not attempt to tamper with the card, it will automatically zeroize if the case is separated.

4.  If the card comes in contact with fluids or liquids, inform the Certification Authority (CA) (703) 614-1721/1723 to see if the card needs replacement.  Do not attempt to insert to card into the machine.

5.  The card that you have signed for is your responsibility.  Remember that the Fortezza Card enables individuals to release organizational messages from your office code on your behalf – so be careful!!!

PIN LETTER

The best way to ensure that the pin is not compromised is to memorize it and destroy the pin letter.  If you forget the pin, bring the card back to the CA (Room # 2418 Phone # 614-1721) and you will be issued a new pin.

If you want to keep the pin letter, the best way to safeguard it is to seal it in a non-transparent envelope and store it in a safe or approved security container.  DO NOT STORE THE FORTEZZA CARD AND PIN LETTER IN THE SAME PLACE.

COMPROMISE
If any Fortezza card within the organization is lost or compromised, then all of the cards in that organization are compromised.  Thus, all cards will have to be revoked, a new X.509 certificates will be issued and, finally, a new Fortezza Cards will be “cut” and issued to all organizational users.  THIS IS TIME CONSUMING, SO TO ENSURE THAT YOUR OFFICE CODE IS NOT DMS “INCAPABLE”, YOU MUST FOLLOW THE PROPER SECURITY PROCEDURES.

If there are any questions or problems concerning the Fortezza Cards or Pin letters, contact the CA at DSN 224-1254 or (703) 614-2305.

LESSON 2 – ACCESSING THE DMS DIRECTORY

In this lesson you will learn:

· How to complete the FORTEZZA logon 

· How to use Master Key Plus 

· How to use the PAB/Contacts X.500 Synchronization Tool

· How to add office codes to AUTODIN PLA entries

I.  STARTING DMS 3.0 CLIENT

1. If the Choose Profile window appears, select your Id from the Profile Name box and select OK.  (Note:  All HQMC/Manpower users should only have one profile.)
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2. Choose “Agree” OK to acknowledge the Defense Message System U.S. Government Warning dialog box. 
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3. [image: image1.png]


Logon to your FORTEZZA Card by clicking on the closed blue lock in the top right corner of your Outlook toolbar.
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4. When the FORTEZZA Security Logon Window appears, enter your Pin Number from your Pin Letter (issued by the CA).
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5. Click OK. Then the “Select Role from Fortezza Card” Window appears. Choose the designated Role from which you will be sending your message.  Since you are sending to V3 recipient(s), you must select the Role with the (uc).  All HQMC users will have a V1 and V3 Role on their Fortezza card.  V3 will be used starting 01 Apr 2003.  
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6. Click OK.

7. You have successfully logged onto the DMS 3.0 Client application client utilizing the unique security parameters established on your Fortezza Card.

8. Select “New” for New Message. The reason that you are composing a new mail message now is, you have the ability to do everything that you need to draft and release your DMS message.
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9. By clicking the Convert button, the message will be converted from a DMS Organizational message to a Commercial Outlook message.  Once selected, all DMS military properties will be removed from the message. This will allow the user to utilize all of the original Outlook functions. For example:  the ability to change the importance of your Commercial E-mail.
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II.   USING MASTER KEY PLUS 

In this lesson, you will learn how to:

· Use the Master Key Plus Search Utility

· Add DMS Addresses and AUTODIN PLA entries to your PAB/CONTACTS

· Add Office Codes to your AUTODIN PLA entries

· Utilize the PAB/CONTACTS X.500 Synchronization Tool

OVERVIEW
Every organization within the Defense Information Infrastructure (DII) which requires the ability to send and receive organizational messages are provided with Distinguished Names (DNs) which are associated with their respective DMS mailboxes/folders.  The DNs are established using the X.500 directory protocol and are maintained on the Local Directory Service Agent (LDSA) within the Local Control Center (LCC) and the MDSA located in the Defense Message System Control Operation Center (DMSCOC).  The Defense Information Systems Agency (DISA), which maintains the DII and is responsible for backbone support of DMS, maintains Master DSAs, which ensure that all updated DNs are replicated throughout the DII.  By selecting the Master Key Plus icon on your DMS 3.0 Client application toolbar, you can scroll through and select the DN address for just about any recipient within the federal DII infrastructure.

I.  STARTING MASTER KEY PLUS

1. To open Master Key Plus, click on the large globe icon, located in the top right corner of your toolbar.
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2. Click on the drop down arrow to choose the level in the hierarchy to begin your search.
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3. Expand each entry by clicking on the + sign to the left of each respective icon.

4. Click on the + next to C=US to expand the directory, if beginning with X500 MasterKeyPlus DMS Total.  

5. Click on the + next to DoD to expand the directory, if beginning with X500 MasterKeyPlus DMS DoD. 
6. Click on the + next to Autodin PLAs to expand the directory, if beginning with X500 MasterKeyPlus Autodin PLAs. Note:  The Autodin PLAs are listed in alphabetical order.

7. When you find the desired DMS Distinguished Name, highlight it and select “File”, Add to Contacts or Personal Address Book or click on the open book icon to add them.    
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8. The DMS DN (or Autodin PLA) will be added to your Personal Address Book (PAB), or Contacts for future use.  

9. Add your DMS DN to your PAB or Contacts.  Example:  If your section is LFS, add CMC WASHINGTON DC L LFS(uc).  ADD this address in the CC line to get a copy of your message back into your DMS public folder. 
10. You now have the option to add a DMS DN or Autodin PLA directly to your message while it’s open. Just click on the To: or Cc: button on the Master Key Plus toolbar.
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II.  INITIATING THE MASTER KEY PLUS SEARCH UTILITY

1. If you are looking for a particular DMS DN within the DoD portion of the directory, but not sure where to find it, highlight the DoD level of the hierarchy, then click on the Binoculars on the tool bar.
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2. When Master Key Plus Browser Search window appear, type in the Address you are searching for and select OK.  The search function has a wildcard search capability; you can put in partial addresses to get search results.  Note: Make sure the “Clear old results from: X500 MasterKeyPlus DMS?” is checked.
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3. When you find the DMS DN/Autodin PLA, highlight it, Click File, Add to Contacts or Personal Address Book or click the PAB/Contacts icon on the toolbar.  
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Note:  The MasterkeyPlus browser allows group selections.

4. To conduct another search from the DoD hierarchy, repeat steps 1-3.

5. To conduct a search for AUTODIN PLAs, choose X500 MasterKeyPlus Autodin PLAs and repeat steps 1-3.  
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6. Once you are done populating your PAB/Contacts and/or adding recipients to your message, close the Master Key Browser to return to your message.

III.  ADDING OFFICE CODES TO AUTODIN PLA ENTRIES

In this lesson, you will learn how to:

· Modify Autodin PLA entries to include office codes.

Overview

Once you have selected your desired Autodin PLAs from Master Key Plus and placed them into your PAB/Contacts, you are ready to modify an Autodin PLA using the following steps:

1. Minimize your New Mail Message, click on the “DMS Office Code Editor” Icon in the Main Outlook Window located on the Tool Bar.
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2. When the DMS Office Code Editor-X.400 window opens, you should see a list of all the AUTODIN PLAs in your PAB/Contacts. 
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3. To edit the properties of your Autodin PLAs, highlight the desired entry from your PAB/Contacts, and then select Modify.

4. In the Office Codes field, Type in four (4) forward slashes (////) and then insert the office code followed by another four (4) forward slashes (////).  If more than one office code is required, separate each office code with two (2) forward slashes (//). Click Ok to close the editor.
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LESSON 3 – CREATING A DMS ORGANIZATIONAL MESSAGE USING JMPS

I.  DRAFTING DMS MESSAGES

In this lesson, you will learn how to:

· Draft and release organizational messages

· Save message drafts

· Set required Elements Of Service

ORGANIZATIONAL MESSAGE DRAFTING

1. Click on the JMPS icon on the toolbar.   

       

2. When the USMTF_2002 window opens, type GEN in the upper field, highlight GENADMIN-F002 in the lower field and select OK.

3. The initial screen is known as the Assisted Mode of JMPS.  This mode allows you to fill in the fields with your information.

4. The fields in Red are mandatory (MSGID, SUBJ, GENTEXT/RMKS).

5. Some fields contain Sub-fields.  To activate any sub-fields double click within the field.

6. By placing the cursor in any sub-field, JMPS informs you in the lower left corner of the screen what is to be entered into that field.

7. If at any time red cross hashes appear in a field, an error exists within that field.
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8. By double clicking the REF field, you will activate the sub-fields.  By right clicking the Message Text Format Identifier field, you can select Communication Type, which will allow you to choose a Communication Type. 
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9. By right clicking on the Reference Date Time Group, you can observe the different types of Date and Time formats that may be used as a reference. By double clicking in the Reference Date Time Group field, you will open the DTG sub-field that will allow you to enter the DTG by Day, Hour, Minute, Time Zone, Month, and Year. 
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10. The remaining fields, after the DTG field, are left blank.  Click in a different blank outside the REF field, to close it out.

11. The AMPN/NARR fields are used to explain your reference.

12. To add an AMPN or NARR field, highlight the REF field and right click on it.  Select Insert Set and select either AMPN, if only one reference is used; or NARR, if more than one reference. To add additional Refs, do the same as above, but select REF.

13. In the POC field for LOCATION, either UTM 10-METER or LAT/LONG, SECONDS; no data is required, therefore fill the blank with a tack (-).

14. By double clicking in the GENTEXT/RMKS field, Microsoft Word will automatically open.  This will allow you to copy the remarks fields from other messages or documents and paste it to your GENTEXT/RMKS field.  

15. To save your information into the GENTEXT/RMKS field, click File and Save.  You will get a Microsoft Word window – select OK.  To return to the RMKS field, select File then Exit.

16.  After completing your message, you must perform a message check.  To check your message – select Verify then Message.
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17. If the Message Verification window open and reads: Message Successfully Verified – No Errors Found – your message is ready for transmission.  Click OK. 

18. If there is an error within the message, you have to look under the specified line for Set Error.  Directly below the “Set Error” line will be the description of the type of error within the message.  From this point, select OK to return to your message and make corrections.
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19. Once you have corrected all of the errors and verified the message, it is optional for you to save the message.  Click File and then select either Save or Save As.  If it is the first time saving a message, you will be prompt for a Directory and File Name.  Both options are up to the subscriber.

20. Now that the message is saved, select File then Mail. A dialog box will appear stating that all data will be placed at the current cursor location. Select OK. 
            
[image: image26.png]O [=i

The message text will be placed in the accociated Outlook form
at the current cursor location.
Click OK to continue or Cancel to cancel the operation.

oK Cancel




   
21. You will need to either minimize or close your JMPS window and restore your New Mail Message to be able to view the message that you just drafted.  JMPS inserts the text of the message automatically into the Outlook text field.  
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II.  ESTABLISHING ELEMENTS OF SERVICE (EOS)

Adding Recipients

1. Restore your New Mail Message.

2. To add recipients/addresses, click the To button.

3. This will bring up the “Select Names” window.  Click on the down arrow next to the Global Address List and scroll down until you see Personal Address Book or Contacts.  Highlight and select the address book in which you saved the addresses.   

4. Now, scroll through your PAB/Contacts folder, highlight and add the required recipients. Place them in either the To or Cc field, whether they are action or info recipients.

PER MARADMIN 475/02, YOU MUST DUAL ADDRESS ALL OF YOUR MESSAGES.  SELECT BOTH THE AUTODIN AND DMS ADDRESSES IN ORDER TO INSURE DELIVERY.

5. Add your respective DMS/AUTODIN address in the To or Cc line.  Example:  CMC WASHINGTON DC L LFS(uc), YOU MUST PUT YOUR DMS/AUTODIN ADDRESS IN THE TO OR CC LINE IN ORDER TO GET A COPY OF YOUR MESSAGE IN YOUR PUBLIC FOLDER.
6. Once all of the recipient’s addresses are entered, select OK.

7. If you need to add a recipient addressee that’s not in your Personal Address Book (PAB), you can access the DMS directory by using Master Key Plus.  Add recipients into your message and to your PAB, as explained in the Master Key Plus section.
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8. To fill in the subject field, copy the subject from the message and paste it in the subject field.

9. Click on the drop down arrow in the Primary Precedence field to select precedence.
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10. Click on the drop down arrow in the Type field to select the type of message you are sending. (All DMS messages are to be sent as Other-Organizational)
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11. The Military Tab is used to assign a Date Time Group manually or the system will assign it when sent.  (Use the format shown)
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12. The Recipients Tab is used to request a Delivery Receipt from all recipients you addressed.  Use the drop down arrow to select All Recipients.
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13. After you have verified all of your information, select the Message tab. Then, click Send. 

14. When the “Select Classification Details” box appears, if you are sending an unclassified message, click OK.  If you are sending a classified message, make sure you select the proper classification for your message, and then click OK. 
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15. When the “Security Label” box appears, ensure that your Version 3 (v3) Role appears in the Current Role field.  The Policy Name is the security policy referenced in the certificate for your current role.  Security Labels field is used only if you wish to save your security label for future messages.  The Classification field should display the message classification.  The Privacy Mark is normally blank in DMS.   The Tag Sets field lists the Security Policy Information File (SPIF)properties available for the entry located in the Classification field.  

Note: Only those tag sets authorized in the certificate selected for the Current Role will be displayed. To add tag sets, highlight the set and click Add.  To review the GENSER Categories, click “Edit”. 
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19.  The GENSER Categories are displayed on the Tag Type 7 tab.  To select the category (ies), highlight the category, click Add, then click OK.
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20.  The Security Label Details window provides a description of the message parameters contained in the selected security label.  Once you have selected all of your desired information, click Ok. If prompted, enter your Fortezza Pin and continue to send your message.
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LESSON 4 – VIEWING MESSAGES WITHIN PUBLIC FOLDERS

Viewing DMS Messages

In order to access your organization’s respective DMS messages, you would use the following steps:

1. Expand the + sign next to the “Public Folders” icon

2. Expand the + sign next to the “HQMC” icon

3. Expand the + sign next to the “HQMC DMS” icon

4. Expand the + sign next the icon for your respective office code.

5. The messages in your office code’s public folder have a 7-day age limit. 

This process will allow you to locate and access DMS messages sent to your HQMC office code as well as view the Delivery, and Non-Delivery status of messages released from your respective office code.  Also a Read board folder has been provided for each office code.
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Viewing Archived Messages

The DMS Messages can be located under the following hierarchies:

HQMC

Public Folders/All Public Folders/HQMC/HQMC DMS/HQMC DMS Message Archive/2003 DMS Messages Archive

MANPOWER

Public Folders/All Public Folders/Manpower/DMS Message Traffic/2003 DMS Message Archive

LESSON 5 – BEST PRACTICES

In this lesson, you will learn how to:

· Use the PAB/CONTACTS X.500 Synchronization Tool to synchronize the DMS entries in the PAB/Contacts with the mastered information in the DMS X.500 directory.

· Draft - Release Cycle Options

PAB/CONTACTS X.500 Synchronization Tool

At least three times a week you are required to run this tool to update your DMS entries saved in your PAB/Contacts folder.  To run the synchronization tool:

1. Select Tools > Synchronize > Address Book.
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2. At the X.500 PAB/Contacts Synchronization Tool window, select the appropriate address book you would like to synchronize (i.e. PAB or Contacts).

3. Once the PAB/Contacts Synchronization has completed, a summary window will be displayed indicating what was or was not updated by the tool.  You have the option to save this file for future reference. If you have addresses that were not updated by the PAB Synchronization Tool, you must delete them from your PAB/Contacts and re-add the new entry from the Master Key Plus Browser. 

4. To exit the PAB Sync tool click on the close button.

DRAFT – RELEASE PROCEDURES


THE FOLLOWING STEPS BELOW ARE PROVEN “BEST PRACTICES” FOR THE 


DRAFT – RELEASE PROCESS.


1. Drafting and Releasing a message

To utilize this method, the user must have a fortezza card to complete this option. Procedures for the entire DRAFT – RELEASE process are covered in Lesson 3.

2. Saving a message to a Network Share Drive

For this option, leaving the Sign/Encrypt buttons selected, the Drafter must save the message type as Message Format (.msg).
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By doing so, the message box below will appear. You must click yes to successfully save the message will all the required Elements Of Service. You will save the message to a network share drive that the releaser has access to. He/She can then retrieve and transmit the message.
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3. Sending the message as an attachment to a Releaser

For this option, the user must save the message to the local drive or a network share drive using the same procedures stated in option #2. Then, the Drafter will attach the saved message to a new mail message and send it to the Releaser. Once received, without opening the attachment, it should be moved to either the Drafts or the Inbox folder.  Note: If the attachment is opened, it will not be able to be transmitted properly!!!! Do not open the attachment!!!!  Once the message is in the Drafts or Inbox folder, the Releaser will be able to process the message as if He or She drafted it. 

4. Saving the message to a public folder

   For this option, after applying the steps in option #2, the

   Drafter will drag the message from the Drafts or Inbox folder to public folder under your office codes read board. Once there, the Releaser can drag the message to His/Her Drafts/Inbox folder and process it. 
QUESTIONS
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acronym List

ACC

Area Control Center 

AIG

Address Indicator Group 

AMHS

Automatic Message Handling System 

AUTODIN
Automatic Digital Network  

BGWS

BACKUP GROUPWARE SERVER 

BMTA

Backbone Message Transfer Agent  

CA

Certificate Authority  

CAW

Certification Authority Workstation 

CKL

Compromised Key List  

CMP

Common Message Processor  

CN

Common Name  

COTS

Commercial-Off-the-Shelf  

CRL

Certificate Revocation List 

DAP

Directory Access Protocol  

DIB

Directory Information Base  

DISA

Defense Information Systems Agency  

DIT

Directory Information Tree 

DMDS

DMS Message Dissemination System  

DMS

Defense Message System  

DMSPMO
Defense Message System Program Management Office  

DN

Distinguished Name  

DSA

Directory System Agent  

DTH

DMS Transition Hub  

DUA

Directory User Agent  

EoS

Elements of Service  

FEN

Field Engineering Notice  

GAL

Global Address List  

GDSA

Global Directory System Agent  

GWS

Group Ware Server  

HAG

High Assurance Guard  

KMID

Key Material Identifier  

LCC

Local Control Center  

LDAP

Lightweight Directory Access Protocol  

LDSA

Local Directory Service Agent  

LMFS

Lockheed Martin Federal Systems  

LMTA

Local Message Transfer Agent  

MDS

Message Dissemination System

MDT

Message Distribution Terminal 

MFI

Multi-Function Interpreter  

MGDSA
Master Global Directory System Agent  

MHS

Message Handling System 

ML

Mail List  

MTA

Message Transfer Agent  

NDN

Non-delivery Notice  

NIPRNET
Not Classified Internetwork Protocol Router Network  

OU

Organizational Unit  

P42

MSP 3.0 Message Format 

P772

Military Message Type (X.400 with military extensions) 

PAB

Personal Address Book  

PCMCIA
Personal Computer Memory Card International Association  

PGWS

Primary Group Ware Server 

PIN

Personal Identification Number 

PKI

Public Key Infrastructure  

PLA

Plain Language Address  

QRG

Quick Reference Guide 

RA

Registration Authority 

RGDSA

Root/Global Directory System Agent 

RNOSC
Regional Network Operations & Security Center 

SBU

Sensitive-But-Unclassified  

SIPRNET
Secret Internet Protocol Router Network  

SLDSA

Subordinate Local DSA 

SMTA

Subordinate Message Transfer Agent  

SMTP

Simple Mail Transfer Protocol  

SNMP

Simple Network Management Protocol  

TMS

Tactical Message System  

UA

User Agent 

X.400

MESSAGE HANDLING SYSTEM

x.500

DIRECTORY SERVICES
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