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CHAPTER 5


HEADQUARTERS SERVICES


SECTION 2:  COMMUNICATIONS SERVICES

5200.  HEADQUARTERS MESSAGE SERVICES
1.  The HQMC Defense Message System (DMS) Local Control Center (LCC) operates under the cognizance of the DirAR and with Navy Liaison support provided by the Director of Administration Office, Bureau of Naval Personnel (Pers 01).  The DMS LCC sends, receives, records, and distributes all general service command messages for 235 Navy and Marine Corps subscribers.  The DMS LCC operates under the guidance provided by MCO P2000.5, DMS LCC Standing Operating Procedures.

2.  The Intelligence Division (INTS) is responsible for transmitting and receiving messages over the Defense Special Security Communications System for Headquarters Marine Corps.  

5201.  TELECOMMUNICATIONS
1.  Departmental telephone equipment is installed for official business only. All existing and new systems will conform with the following DoD guidelines to ensure overall DoD component equipment levels are not exceeded.

    a.  The established ratio of branches (main lines) is one for each three personnel assigned.

    b.  The ratio of instruments to personnel normally should be no more than 8 instruments per 10 personnel.

    c.  The common telephone instrument is a 10-button set.

    d.  Multi-button telephone stations with no more than 34 buttons are authorized for secretaries or receptionists responsible for central answering services.  To receive such instruments requires written justification.

    e.  Private line equipment, automatic signaling circuits, speakerphones, spokesman equipment, answering devices, automatic dialing equipment, and dial intercommunications equipment are primarily convenience items and their use severely restricted and not normally authorized.  Requisitions for the above items must be justified and approved by Defense Telecommunications Services - Washington (DTS-W).

2.  All telephone failures on exchanges 614, 693, 695, 696, and 697 shall be reported as follows:

    a.  Line problems (no dial tone, etc.) dial 9-611.

    b.  Station equipment problems (buttons, lights, intercoms, etc.) dial ATTIS at 1-800-327-6567 and furnish the following:

        (1) FOB #2:  Provide location code IL#0133429514, the telephone number, room number, point of contact, and describe the trouble.

        (2) Clarendon Square Building:  Provide location code IL#00200145837, the telephone number, building address, room number, point of contact, and describe the trouble.

    c.  If the problem cannot be identified, contact the DirAR (ARD), ext. 33089 and request assistance.
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3.  Send requests for telecommunications services involving the disconnection, movement, installation, or changing of equipment numbers with written justification on a NAVMC HQ 333 to the DirAR (ARD).  The requisition will specify the service required, room number location, and floor plan.  Allow at least 20 working days before the service is required.

    a.  Requests for new telephone numbers must meet DoD criteria, contain complete justification citing the class of service required, and be approved by appropriate authority.  Access to Defense Switched Network (DSN) A7-Unrestricted is limited to 40 percent of DoD numbers in use.  Classifications of services available are:

        (1) A9-Restricted Basic.  Provides telephone access to all Government centrex systems in the National Capital Region (NCR).  This class of service does not provide access to DSN (8-level), local commercial (9-level + commercial exchange), long distance operators (0-level), or direct dial (9-level + Area Code).

        (2) A7-Unrestricted Basic.  Provides telephone access to all Government centrex systems in the NCR, DSN, local commercial, long distance operators, and direct dial.

        (3) B5-Unrestricted.  Provides telephone access to Government centrex systems in the NCR, and local commercial.  This class of service does not provide access to DSN, long distance operators, or direct dial.

        (4) B1-Unrestricted.  Provides telephone access to Government centrex systems in the NCR, local commercial, long distance operators, and direct dial. This class of service does not provide access to DSN.

    b.  The normal new installation will be A9-Restricted service, except when the user is required to make calls outside the DoD Government systems.  When justified in writing, the minimum classification of unrestricted service will be provided to permit performance of normal duties.

    c.  The number of branch lines in use and the classification of service provided is the primary basis for allocating costs to the DoD.  Therefore, requests for new numbers must be kept at a minimum, and service classification as restrictive as possible.

    d.  Telephone numbers exclusively for data or facsimile equipment will not be incorporated into normal office telephone systems.

4.  Installation and user costs have risen dramatically in recent years.  Based on charges prorated to HQMC by DTS-W the monthly cost of each telephone instrument presently ranges between $35 and $45.  Rate increases granted to C&P Telephone Company by the Virginia State Corporation have had a direct impact on Headquarters telecommunications costs.  Annual or semiannual rate increases in one form or another have been traditional rather than the exception and are expected to continue in the foreseeable future resulting in restrictions on the number of lines that can be provided for Headquarters Marine Corps.

5202.  TELEPHONE USAGE
1.  The following types of telephone calls are made to and from HQMC:

    a.  Local DoD Calls.  Local DoD calls are placed to other DoD organizations in the NCR.  These calls may be placed from any 61- or 69-number by dialing the last five digits of other 61- or 69-numbers, or 9 plus seven-digits for other centrex exchanges.  There is no charge for these calls.
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    b.  DSN Calls.  DSN calls are placed to most military installations in CONUS.  These calls can be placed only from A7-Unrestricted class, by dialing 8 to gain access and the appropriate seven-digit number.  Since DSN is the most economical means of long distance communications between subscribers, it will be used unless the urgency demands that a commercial, long distance call be made. 

   c.  Local Commercial Calls.  Local commercial calls are placed to commercial exchanges within the Washington local calling area.  These calls can be placed only from A7, B1, and B5-Unrestricted class 61- or 69-telephone by dialing 9 and the seven-digit commercial number.  Each local commercial call averages $.10, creating a cumulative cost from $75,000 to $90,000 annually to HQMC.  Avoid calls to local exchanges that are placed by dialing the area code plus seven-digit telephone number as they are billed as toll calls at unnecessary higher costs.  

    d.  Long Distance Calls.  Long distance calls are placed to any point outside of the Washington calling area, through DoD operators or by direct dial. These calls can be placed only from A7-Unrestricted or B1-Unrestricted 61- or 69-numbers by dialing 9, the area code, and the seven​-digit number desired or, when necessary, dialing 0 and providing the operator with the area code and seven-digit telephone number desired, and the number from which the call is being placed.  Operator assisted calls are billed at full commercial rates and must be limited.

        (1) Make long distance calls only for official business when necessary to prevent travel, or when an urgency exists that cannot be satisfied by more economical means, and the destination point is not available through DSN facilities.

        (2) Calls dialed directly into the long distance system are automatically registered and billed monthly.  All long distance calls, whether direct dial or placed through operators, must be recorded in order to verify against billing.  Show the date of the call, number called from, and the number and place called to.  Limit long distance calls to 5 minutes or less.  

        (3) Heads of staff agencies should issue appropriate instructions to their personnel on the control of local and long distance telephone usage.

2.  Toll call records are kept for 6 months to verify against monthly bills.  Records should be arranged to allow copying of entries upon request.

3.  Personnel may use Government telephones to place personal local and long-distance calls provided the calls (1) do not adversely affect the mission of the employee's organization or the performance of the employees' official duties, (2) are of reasonable duration and frequency, (3) reasonably cannot be made at another time, and (4) do not result in a charge to the Government even if the employee intends to reimburse the Government.  A personal long-distance call must be to an 800-toll free number, charged to an employee's home number or another non-Government number, charged to the called party if a non-Government number, or charged to a personal telephone. Reimbursing the 

Government for unauthorized calls does not exempt violators from disciplinary action.  Use of DoD command and control networks (DSN and Red Switch) is not authorized for personal calls.  Examples of permissible types of personal calls includes:

        (1) Checking on a family member. 

        (2) Making or canceling personal appointments. 

        (3) Checking on the status of home or automobile repairs.
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        (4) Notifying the family of unforeseen Government overtime requirement or other changes in schedule.    

5203.  TELEPHONE DISCIPLINE
1.  Various regulations cover the use of Government telephones and the penalties for fraud by wire, radio or television, or schemes to obtain free tele​phone service.  Criminal penalties can also be levied on persons for destruction of communications equipment operated or controlled by the United States, or for willfully or maliciously obstructing or interfering with the Government communications system.

2.  As taxpayers, it is in the best interest of all Government employees to reduce operational costs by using the telephones as little as possible while still accomplishing the mission.  The cost of daily operations can be reduced by:

    a.  Eliminating excess telephones and equipment by following DoD criteria contained in paragraph 5202 herein.

    b.  Eliminating telephone abuse in the form of personal calls made from Government telephones.

    c.  Ensuring telephone move requests are mission essential to office functions and that the expense incurred (estimated at $80) for moving a set is fully justified and in the best interest of the Government.

3.  Third Party Calls.  C&P Telephone Company billings for third party and collect calls from non-Government telephones charged to HQMC numbers have been on the rise.  Many of these calls appear to have been made in violation of regulations, or were unnecessary.  The following procedures will be followed to control third party calls:

    a.  Send requests for authority to make third party calls to the DirAR (ARD) and provide:

        (1) The name and residential telephone number of the individual required to initiate calls when conducting official Government business.

        (2) Justification for the third party calls.

        (3) The destination (city/state), name and telephone number of the place(s) normally expected to be called when conducting official Government business.

    b.  The DirAR will approve or disapprove requests.

    c.  Where authorization has been granted, a log will be kept with the follow​ing information:

        (1) The Government telephone number calls are charged to.

        (2) The date calls were made.

        (3) The place and telephone number called from.

        (4) The place and telephone number called to.

    d.  Certifying officers will need this information to verify charges when bills are forwarded for certification.
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    e.  Third party charges billed to HQMC where written authorization has not been granted, will be refused and rebilled to the originating telephone number.

4.  Responsibilities
    a.  Supervisors and managers will:

        (1) Ensure that all military and civilian personnel abide by the regulations.

        (2) Identify all excess telephone stations and equipment and promptly request removal.  (Submit requests to the DirAR (ARD).)

        (3) Ensure all requests for telephone installations or relocations are essential to staff agency functions, fully justified, and in the best interest of the Government.

    b.  Staff agency Telecommunications Control Officers will:

        (1) Review monthly call detail printouts of all local and long distance calls.

        (2) Verify that all calls were made for official business.

        (3) Identify any unauthorized (personal or directory assistance) calls and the person(s) responsible, collect the costs of those calls from those responsible, and initiate appropriate disciplinary action. 

        (4) Forward the printout to the staff agency head for certification and return it to the DirAR (ARD).  Staff agency heads may delegate responsibility for their certification to division directors or their executive assistants, as appropriate.  Copies of the letters delegating the authority will be provided to the DirAR (ARD) for retention.

    c.  The DirAR (ARD) will:

        (1) Review requests for installation, relocation, and removal of telephone stations and equipment, and if the justification supports the cost involved, forward the request to the DTS-W.

        (2) Return staff agency telephone requests if the justification does not support the cost involved.

        (3) Periodically spot check the HQMC call detail printout and request justification for any unusual charges.

    d.  All personnel assigned to or working in HQMC will comply with these regulations and take positive steps to reduce the Headquarters Marine Corps telephone costs.                                                              

5204.  FACSIMILE TRANSMISSION (FAX).  Facsimile official correspondence requires the same control and accountability as all other types of official correspondence.  Transmission of classified material is authorized only on secure FAX equipment networks.

5205.  TELEPHONE RECORDINGS.  Recordings of telephone conversations must be justified by military necessity.  Recordings will be made only with the prior consent of the party being recorded.  All recording apparatus will be equipped to deliver the proper tone signal on the line during conversation and shall consist of a short high beep every 15 seconds.

                                                                         5-23

5206                              HQADMINMAN

5206.  REDUCTION OF TELEPHONE AND MESSAGE TRAFFIC IN AN EMERGENCY.  When an actual or simulated emergency arises, or is anticipated, it is necessary to reduce the volume of message and long distance telephone traffic sent over communications systems.  The reduction is made by issuing an order to 

"MINIMIZE."  Regulations on the minimize system are contained in MCO P2000.5, Arlington Annex Communications Center Standing Operating Procedures.

5207.  TELEPHONE PRECEDENCE SYSTEM
1.  General.  A telephone precedence system, similar to the one in effect for written messages, has been set up to improve the ability of DoD telephone users in completing urgent calls.  The precedence of a call is based entirely on the urgency of the information being exchanged.

2.  Applicability.  The precedence system applies to all voice communication facilities of the DoD. 

3.  Guidance
    a.  The precedence system can be a valuable aid in effecting rapid communication on urgent matters.  Abuse of the system completely nullifies its usefulness to all telephone users.

    b.  The success of the system depends entirely on the conscientious application of the guidelines stated herein for the use of each precedence level.

4.  Description of Precedence Levels and Guidelines for Application
    a.  Precedence Designator -- FLASH

        (1) Numerical Category -- 1

        (2) Transmission Preemption -- Transmission preempt has precedence

over calls of lower precedence.  Preempts lower precedence calls to obtain a circuit.  May be preempted by the use of the FLASH OVERRIDE capability available to:  

            (a) The President, Secretary of Defense, and Joint Chiefs of Staff; 

            (b) Commanders of the Unified and Specified Commands when declaring either Defense Condition One or Defense Emergency; 

            (c) CINCNORAD when declaring either Defense Condition One or Air Defense Emergency.

        (3) Application -- FLASH precedence is reserved for alerts, warnings, or other emergency actions having immediate bearing on national, command, or area security (e.g., Presidential use; announcement of an alert; opening of hostilities; land, air or sea catastrophes; intelligence reports on matters leading to enemy attack; potential or actual nuclear accident or incident; implementation of services unilateral emergency actions procedures, etc.).

    b.  Precedence Designator -- IMMEDIATE

        (1) Numerical Category -- 2

        (2) Transmission Preemption -- Preempts lower precedence calls.

        (3) Application -- IMMEDIATE precedence is reserved for vital communications:
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            (a) Having an immediate operational effect on tactical operations; 

            (b) Which directly concern safety or rescue operations; 

            (c) Which affect the intelligence community operational role (e.g., initial vital reports of damage due to enemy action; land, sea, or air reports which must be completed from vehicles in motion such as operational mission aircraft; intelligence reports on vital actions in progress; natural disaster or widespread damage; emergency weather reports having an immediate bearing on mission in progress; emergency use for circuit restoration; use by tactical command posts for passing immediate operational traffic, etc.).

    c.  Precedence Designator -- PRIORITY

        (1) Numerical Category -- 3

        (2) Transmission Preemption -- Preempts ROUTINE calls.

        (3) Application -- PRIORITY precedence is used for calls needing prompt completion for national defense and security, the successful conduct of war, or to safeguard life or property; but do not require higher precedence (e.g., reports of priority land, sea, or air movement; administrative, intelligence, operational, or logistics activity calls needing priority action; calls that would have a serious impact on military, administrative, intelligence, operational, or logistics activities if handled in a ROUTINE call).  Normally, PRIORITY will be the highest precedence which may be assigned to administrative matters for which speed of handling is of paramount importance.

    d.  Precedence Designator -- ROUTINE

        (1) Numerical Category -- 4

        (2) Transmission Preemption -- Handled sequentially as placed by calling parties.

        (3) Application -- ROUTINE precedence is used for all official telephone communications not requiring assignment of a higher precedence.  Most calls will be of ROUTINE precedence.  ROUTINE precedence should be used by all users, even though the authority and the capability have been given to use a higher precedence.
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