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1 Executive Summary

On July 30, 2004 the Acting Under Secretary of Defense for Acquisition, Technology, and Logistics signed a memorandum outlining policy for the use of Radio Frequency Identification (RFID) within the Department of Defense (DoD). The strategy calls for DoD components to immediately implement and expand the use of high data capacity active RFID currently employed in the DoD operational environment.  DoD components will also plan for a January 1, 2005 implementation of the passive RFID.  The strategy includes the requirement for DoD suppliers to put passive RFID tags on the cases and pallets of materiel shipped to DoD as well as the packaging of all items requiring a Unique Identification (UID).  DoD components will enable Defense Distribution San Joaquin, CA (DDJC) and Defense Distribution Susquehanna, PA (DDSP) with passive RFID by January 1, 2005.  

The purpose of this Concept of Operations (CONOPS) is to provide guidance for meeting the RFID requirements and moving forward towards DoD wide implementation.  Although this document is a RFID CONOPS, certain sections are more applicable to passive RFID since active RFID is an established technology with DoD.  The CONOPS is divided into the following key sections:

· Scope – The impact RFID has on the various DoD supply chain components.

· End State View – What is DoD’s vision for RFID?

· Objectives and Goals – What is DoD trying to achieve by using RFID?

· Assumptions – What assumptions were made regarding RFID adoption/development?

· Cost Buildup and Business Case – How were costs identified and what is the status of the business case? 

· Next Steps – How will this effort move forward?

The end state for the DoD supply chain is to be a fully integrated adaptive entity that leverages state-of-the-art enabling technologies and advanced management information systems to automate routine functions and achieve accurate, timely in-transit, in-storage, and in-repair asset visibility with the least human intervention.  In addition, provide continuous effective information for logistics decision making in support of logistics requirements to military operations in austere environments.  In short, a single, seamless, responsive enterprise system linked to the source of supply and capable of responding to exigent requirements at best speed and using the most efficient means.

In order to reach the goal of a fully integrated adaptive supply chain RFID will be employed.  The DoD vision for RFID is to utilize RFID to facilitate accurate, hands free data capture in support of business processes in an integrated DoD supply chain enterprise as an integral part of a comprehensive suite of Automatic Identification Technology (AIT) technologies.  DoD will leverage all of these technologies, where appropriate in the supply chain, to improve the ability to support the warfighter. This executive summary is designed and focused to give the reader an overview of that vision and is not a substitute for the entire document as many topics are omitted.  

Figure 1.1 depicts a DoD RFID Enabled Supply Chain.  This high level process view provides a visual representation on how DoD foresees using RFID, as materiel is physically moved from the Manufacturers/Suppliers to the warfighter.  
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Figure 1.1 – DoD RFID Enabled Supply Chain

Clearly not all operations within the DoD logistics supply chain are captured in this picture.  However, the primary actions performed by the physical nodes to move materiel through the logistics chain are the shipping/receiving/transportation processes.  Figure 1.1 shows materiel movement that physically “touches” each node throughout the logistics path.  Yet, materiel can start, end, and move through different paths between logistics nodes.  Figure 1.2 gives other examples of how materiel can move, in various segments, through the logistics chain.  All of the segments depicted in Figure 1.2 are impacted by RFID.  Despite the circumstances, the shipping/receiving/transportation processes progress the materiel through the supply chain.  Materiel movement includes moving retrograde back through the supply chain in the opposite direction.  Again, the direct impact of RFID on the retrograde/return process corresponds to the basic shipping/receiving/transportation processes.

RFID is a part of a larger suite of AIT technologies and the DoD will leverage all of these technologies, where appropriate in the supply chain, to improve our support to the warfighter.  As an enabling technology, RFID must be linked to the AISs.  In order to take advantage of the capabilities RFID provides, managers of all major logistics systems modernization programs will update appropriate program documentation to include the requirement for RFID capabilities as part of the system operational deployment in conformance with the business rules and initial timeline set forth in the DoD RFID Policy.  Managers of major acquisition programs will update programs as required including the requirement for RFID capabilities where applicable.  To support the purchase of RFID and leverage the purchasing power of the DoD, the Army’s Program Executive Office Enterprise Information Systems (PEO EIS) continues the development of multi-vendor contracts for AIT technologies including RFID.  These contracts provide the standards and specifications for the suite of AIT technologies.
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 Manufacturers/Suppliers to Defense Distribution Center for stock replenishment 
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 Defense Distribution Center to Supply Depot/Theater Distribution Center for stock replenishment outside of the continental United States (OCONUS)
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 Defense Distribution Center to Supply Depots for stock replenishment in the continental United States (CONUS)
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 Supply Department/Theater Distribution Center to Customer
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 Direct Vendor Delivery (DVD)
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 Return/Retrograde – Radio Frequency (RF) (active and passive) read and write capabilities will be required at the furthest most point in the supply chain delivery system to support retrograde.  The Return/Retrograde process is the same as the shipping process. 

Figure 1.2 – Alternative Examples of DoD Logistics Supply Chain Segments 

Active and passive RFID will continue to complement one another as RFID technology is implemented throughout the DoD.  Many shipments moving through the Defense Transportation System (DTS) are currently tracked using active RFID and a bar coded Military Shipping Label (MSL).  The implementation of passive RFID will complement the current successes of active RFID for OCONUS shipments.  Figure 1.3 illustrates the passive–active–passive relationship for CONUS/OCONUS shipments.
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Figure 1.3 – CONUS/OCONUS Passive-Active-Passive RFID 

The association of a passive tag to an active tag will provide improved container stuffing and un-stuffing time and accuracy to facilitate “inside the box/pallet/container” visibility.  This passive and active association is created by building a “nested” structure of passive tags (UID item packaging, case and pallet tags) that are subordinate to the active tag (container and 463L pallet level tags).  Historically, active RFID has been excellent at providing nodal visibility.  The implementation of passive tags provides efficient and accurate item/content visibility.  The marriage of active RFID with passive RFID will facilitate more accurate and timely automatic capture and reporting of data within the multiple layers of information required in DoD’s dynamic environment.  

It is worth noting the complementary relationship of RFID and the ongoing UID initiative.  While the UID and RFID initiative are closely related, they have important fundamental differences.  UID is a permanent, unambiguous and globally unique identifier for an item.  RFID is a means of collecting data using radio frequency technology.  RFID will be used as a hands-free data collection method to identify UID items located within various levels of materiel packaging.  In order to identify the UID item using RFID, the RFID tag data on the unit packs, shipping containers, exterior containers, palletized unit loads must be associated to the UID information in a logistics system.  Using RFID tags as a means of data collection and associating the tag data with UID information will help to maintain precise UID asset/intransit visibility and improve data quality, item management, and maintenance of UID materiel throughout the DoD supply chain.  The hands-free data collection method will help extend and take advantage of the implementation of the UID policy.  However, the UID initiative requires a data matrix be applied to each UID item.  The data matrix is a two-dimensional barcode, an alternate form of AIT than RFID.  The combination of 2D barcode and RFID technologies incorporated into AIT equipment will facilitate the UID and RFID relationship.  Figure 1.4 depicts the “nested” structure of active RFID, passive RFID and UID items.
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Figure 1.4 – Nested Structure of Active RFID, Passive RFID and UID items

Due to the “nested” structural relationship, it is envisioned that passive RFID will be used to verify contents, track physical movement, and virtually build the contents of a 463L pallet or SEAVAN container.  Passive RFID will accurately verify in real-time and communicate to the local Automated Information System (AIS) (and personnel physically loading the pallet/container) the contents of the 463L pallet or SEAVAN container.  Once the pallet/container is properly configured, an active tag is attached to the 463L pallet or SEAVAN container to track and trace the transportation.  At the final destination, when the pallet/container is unloaded, passive RFID will again verify the contents and track the physical movement of the materiel within the destination node.  Figure 1.5 depicts how the passive – active – passive RFID relationship could look across the DoD supply chain (CONUS/OCONUS).
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Figure 1.5 View of Passive-Active-Passive across the DoD Supply Chain –CONUS/OCONUS

The document initially discusses the operational view of materiel movement across the DoD supply chain and is focused on the shipping/receiving/transportation processes performed by the logistics nodes to move materiel through the logistics chain.  The document also provides an operational view of how active and passive RFID could impact the internal processes within supply, transportation, and maintenance nodes.  (See Section 7.2)  Figure 1.6 is a high level illustration of this phased implementation concept.  Both of these phases can occur simultaneously depending on the node in question.  
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Figure 1.6 High Level Illustration of the Phase Implementation Concept

As stated before, RFID is part of a family of AIT devices that includes but is not limited to:  bar codes, optical memory cards, smart cards, micro-electro mechanical systems, and satellite tracking systems.  RFID and bar codes will co-exist for several years as both technologies have their merits yet RFID brings several positive benefits over bar codes:

· Eliminates human error

· Improves data accuracy/asset visibility

· Performs in rugged, harsh environments

· Allows for dynamic multi-block read/write capability

· Facilitates source data collection

· Allows for simultaneous reading and identification of multiple tags

The employment of RFID provides several benefits to the overall DoD supply chain.  Figure 1.7 identifies these potential benefits and the respective nodes.
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Figure 1.7 High Level Illustration of the Benefits from RFID Across the DoD Supply Chain 

It is envisioned that each DoD component will review its internal business processes to further refine the most appropriate employment of RFID.  The widespread integration of RFID into the business processes of the components should be managed with the same level of attention as a major system fielding.  Although this technology enables accuracy and timeliness of data within current and future systems of record, introducing RFID will require significant planning, equipment fielding, AIS changes, and training.  The systems approach should be taken to ensure a long-term fully integrated solution.  Currently, each component is developing their RFID implementation plan.  To facilitate the development of these implementation plans, it is recommended that the DOTMLPF approach be employed.  The DOTMLPF approach can be viewed as an analytical tool that enables the development of requirements and facilitates the analysis of operations.  The use of DOTMLPF ensures that each of the component's implementation plans addresses the critical areas with regard to implementing RFID in the DoD supply chain.  In short, DOTMLPF provides a common taxonomy along with an analytical tool to expedite the integration of RFID.  To ensure integration and consistent operations, the Defense Logistics Board (DLB) will review the internal implementation plans, benefits, compliance requirements, and requisite budget requirements annually based upon an assessment of the implementation to date.  This review will include an updated analysis of implementation successes as well as provide guidance for expansion of RFID capabilities into additional applications and supply chain functions.


In summary, the efficiencies RFID creates are quickly being realized as a valuable component of the suite of Automatic Identification Technology (AIT) technologies.  Active RFID has already improved the ability to track, trace, and locate on demand materiel throughout the supply chain.  Combining the passive RFID technology with the active RFID technology currently in place will create greater efficiencies and data accuracy in the DoD supply chain.  Leveraging RFID to the fullest extent possible will improve the ability to get the warfighter the right materiel, at the right place, at the right time, and in the right condition.
Introduction

On July 30, 2004 the Acting Under Secretary of Defense for Acquisition, Technology, and Logistics signed memoranda outlining policy for the use of Radio Frequency Identification (RFID) within the Department of Defense (DoD). The strategy calls for DoD components to immediately implement and expand the use of high data capacity active RFID currently employed in the DoD operational environment.  DoD components will also plan for a January 1, 2005 implementation of the passive RFID.  The strategy includes the requirement for DoD suppliers to put passive RFID tags on the cases and pallets of materiel shipped to DoD as well as the packaging of all items requiring a Unique Identification (UID).  DoD components will enable Defense Distribution San Joaquin, CA (DDJC) and Defense Distribution Susquehanna, PA (DDSP) with passive RFID by January 1, 2005.  

The DoD vision for RFID is to utilize RFID to facilitate accurate, hands free data capture in support of business processes in an integrated DoD supply chain enterprise as an integral part of a comprehensive suite of Automatic Identification Technology (AIT) technologies.  

The purpose of this Concept of Operations (CONOPS) is to provide guidance for meeting the RFID requirements and moving forward toward DoD wide implementation.  Although this document is a RFID CONOPS, certain sections are more applicable to passive RFID since active RFID is an established technology within DoD.  The CONOPS is divided into the following key sections:

· Scope – The impact RFID has on the various DoD supply chain components.

· End State View – What is DoD’s vision for RFID?

· Objectives and Goals – What is DoD trying to achieve by using RFID?

· Assumptions– What assumptions were made regarding RFID adoption/development?

· Cost Buildup and Business Case – How were costs identified and what is the status of the business case?

· Next Steps – How will this effort move forward?

1.1 Automatic Identification Technology

The Department of Defense Logistics Implementation Plan for Automatic Identification Technology (AIT) defines AIT as:  “…a suite of technologies that enables the automated capture of source data, thereby enhancing the ability to identify, track, document, and control deploying and redeploying forces, equipment, personnel and sustainment cargo.”  

AIT enables the collection of data and the transmission of that data to the existing automated information systems (AISs).  The suite of AIT technologies includes, but is not limited to:  RFID, bar codes, optical memory cards, smart cards, micro-electro mechanical systems, and satellite tracking systems.  DoD will continue to leverage all of these technologies, where appropriate in the supply chain, to improve the ability to support the warfighter.  An RFID-capable DoD supply chain is a critical element of the Defense Transformation and will provide a key enabler for the asset visibility support down to the last tactical mile that is needed by the warfighter.
1.2 Active and Passive RFID

Active and passive RFID will continue to complement one another as RFID technology is implemented throughout the DoD.  Many shipments moving through the Defense Transportation System (DTS) are currently tracked using active RFID and a bar coded Military Shipping Label (MSL).  The implementation of passive RFID will complement the current successes of active RFID.  The association of a passive tag to an active tag will provide improved container stuffing and un-stuffing time and accuracy to facilitate “inside the box/pallet/container” visibility.  This passive and active association is created by building a “nested” structure of passive tags (UID item packaging, case and pallet tags) that are subordinate to the active tag (container and 463L pallet level tags).  Historically, active RFID has been excellent at providing nodal visibility.  The implementation of passive tags provides efficient and accurate item/content visibility.  The marriage of active RFID with passive RFID will facilitate more accurate and timely automatic capture and reporting of data within the multiple layers of information required in DoD’s dynamic environment.  

Additional details regarding the relationship between passive and active RFID can be found in section 4.2 – End State Operational View. 

1.3 Policy and Implementation

As per the July 30, 2004 RFID policy, DoD components will continue to implement and expand the use of active RFID, which is currently employed in the DoD operational environment. DoD components will also begin to plan for the implementation of passive RFID.  Beginning January 1, 2005 DoD suppliers will be required to put passive RFID tags on the cases and pallets of materiel shipped to the DoD as well as on the packaging of all items requiring a Unique Identification (UID).  The Defense Logistics Agency has committed to enabling the strategic distribution centers (San Joaquin, CA, and Susquehanna, PA) with passive RFID technology. 

A key component to implementing RFID throughout our supplier base is the publication of a Defense Federal Acquisition Regulation (DFAR) rule governing the application of RFID to the case/pallet/item packaging for materiel purchased by the Department. The Deputy Under Secretary of Defense (Logistics and Materiel Readiness) (DUSD(L&MR)) is working with the Office of Defense Procurement and Acquisition Policy to develop an interim rule for publication in the Federal Register by October 2004. The rule will require passive RFID tagging at the case, pallet and UID item packaging level for all new solicitations issued after October 1, 2004, for delivery of materiel on or after January 1, 2005.

The requirements in the DFAR rule, used in conjunction with the results of a thorough analysis of classes and subclasses of supply, will determine the volume of materiel suppliers will ship to the DoD with passive RFID tags.  Once passive RFID tagged materiel is introduced into the DoD supply chain, key logistics nodes within the department will be RFID enabled to create an end-to-end logistics chain using RFID technology. The DoD logistics nodes will be targeted for implementation based upon an overall priority of requirements and critical logistics support.

1.4  Conclusion

The July 30, 2004 memorandum is intended to take maximum advantage of the inherent life-cycle asset management efficiencies that can be realized with integration of RFID throughout DoD.  The efficiencies RFID creates are quickly being realized as a valuable component of the suite of AIT technologies.  Active RFID has already improved the ability to track, trace, and locate on demand materiel through the supply chain.  Combining passive RFID technology with the active RFID technology currently in place will create even greater efficiencies in the DoD supply chain.  When integrated into an effective automated management system, RFID has the potential to enable improved accuracy in content level detail.  This can improve asset visibility and location of materiel moving in the supply chain, which will better support combat service support decision making and timely distribution to the warfighter.  An RFID-capable DoD supply chain is a critical element of the Defense Transformation and will provide a key enabler for the asset visibility support down to the last tactical mile.  Continued partnership with each of the Services and Agencies is critical to the success of this initiative.

Scope

The scope of this CONOPS focuses on the integration of active and passive RFID into DoD’s overall logistics supply chain.  The architecture and cost buildup/business case sections apply to passive RFID only.  To capitalize on the efficiencies created by RFID, the DoD envisions an impact within several the following areas:
1.5 Manufacturers/Suppliers

The CONOPS is applicable to all commercial activities that ship supplies/materiel to DoD activities.  The DoD has suppliers that provide commodities categorized into ten classes of supply. Additionally, if the DoD Purchase Card is used to acquire items that are on a government contract that includes a requirement for RFID tagging of material per the appropriate DFARS Rule, the CONOPS is applicable to those purchases. 

1.6 Classes of Supply

The CONOPS is applicable to all classes of supply except for some bulk items (sand, gravel, bulk liquids, etc.).  An analysis of each commodity is being conducted to determine the feasibility of utilizing RFID based upon the nature of the product and regulation restrictions. (i.e. ammunition, pharmaceuticals…etc.)  For those classes of supply which have restrictions on the type of items that can be used in proximity, DoD components will forward requests for frequency allocation approval via command channels to the cognizant military frequency management office to ensure that RFID tags comply with the US national and OCONUS host-nation spectrum management policies.  Additionally, RFID tags and infrastructure may require electromagnetic compatibility analysis to quantify the mutual effects of RFID devices within all intended operational environments, which includes Hazards of Electromagnetic Radiation to Ordnance (HERO), and Hazards of Electromagnetic Radiation to Fuel (HERF).  

Additionally, those stocks of supply which are infrequently moved shall be tagged when those stocks are consolidated onto a pallet for movement/transportation, or when an existing pallet is moved as a whole to another destination.

Ten Classes of Supply

	Class I
	Subsistence and gratuitous health and comfort items  



	Class II
	Clothing, individual equipment, tentage, organizational tool sets and kits, hand tools, and administrative and housekeeping supplies and equipment.



	Class III
	Petroleum fuels, lubricants, hydraulic and insulating oils, preservatives, liquid and gas, bulk chemical products, coolants, de-icer and antifreeze compounds, components and additives of petroleum and chemical products, and coal.



	Class IV
	Construction materiel including installed equipment and all fortification and barrier materiel.



	Class V
	Ammunition of all types (including chemical, radiological, and special weapons), bombs, explosives, mines, fuses, detonators, pyrotechnics, missiles, rockets, propellants, and other associated items.



	Class VI
	Personal demand items such as snack foods, beverages, cigarettes, soap, toothpaste, writing materiel, cameras, batteries, and other nonmilitary sale items.



	Class VII
	Major end items such as launchers, tanks, mobile machine shops, and vehicles.



	Class VIII
	Medical materiel, including repair parts peculiar to medical equipment.

 

	Class IX
	Repair parts and components to include kits, assemblies and subassemblies (reparable or nonreparable) which are required for maintenance support of all equipment.



	Class X
	Materiel to support non-military programs such as agriculture and economic development


Table 3.1 – DoD Classes of Supply

1.7 Physical Logistics Nodes 

The DoD logistics supply chain is made up of physical logistics nodes (Defense Distribution Centers, Ports of Embarkation/Ports of Debarkation (POEs/PODs), Theater Distribution Centers, Transportation Offices, Supply Support Activities) through which the movement of materiel is processed.  To improve in-transit and asset visibility, these physical logistics nodes must be outfitted with the RFID infrastructure and connections to existing AISs.  Additionally, managers of all major logistics systems modernization programs will update appropriate program documentation to include the requirement for RFID capabilities as part of the system operational deployment in conformance with the business rules and initial timeline set forth in the DoD RFID Policy. Managers of major acquisition programs will update programs as required, including the requirement for RFID capabilities where applicable. Table 3.2 lists types of DoD logistics nodes and an example of the type of functions performed by the node.

	Manufacturers/Suppliers
	Commercial providers who produce/supply materiel to the DoD.

	Transportation/Supply Offices
	Military activities that place/fill orders, receive materiel, maintain/monitor inventory, arrange transportation, and distribute materiel to the end 
customer.

	Distribution Centers/Depots
	Military/Commercial activities for the receipt, classification, storage, accounting, issue, maintenance, repair, procurement, manufacture, assembly, research, salvage, or disposal of materiel.

	POE
	Military/Commercial activities that consolidate materiel, lift/transport 
materiel, and deliver materiel according to the terms of service.  The 
activities are a geographic point in a routing scheme from which cargo or 
personnel depart. This may be a seaport or aerial port from which 
personnel and equipment flow to a port of debarkation. 

	POD
	Military/Commercial activities that consolidate materiel, lift/transport 
materiel, and deliver materiel according to the terms of service.  The 
activities are a geographic point at which cargo or personnel are
discharged. This may be a seaport or aerial port of debarkation.

	Theater Distribution Centers
	Military activities that receive materiel in consolidated form and 
reconfigure shipments in smaller and/or direct packaging for delivery to 
the end customer.

	Theater Depots
	Military/Commercial activities that place/fill orders, receive materiel, repair materiel, maintain/monitor inventory, arrange transportation, and distribute materiel to the end customer.

	End Customer
	Military activities that receive materiel in small or direct packages. Items
 will be consumed or used by this node.


Table 3.2 – Example DoD Logistics Nodes 

1.8 Business Processes

The implementation of RFID has an immediate and direct impact upon the DoD logistics processes that encompass the physical movement of materiel in and between each node.  Shipping/Receiving/Transportation are the initial processes that are impacted by the implementation of RFID.  As the implementation of RFID continues, other primary business processes will also be impacted to include in-repair, in-storage, and inventory management.  With the continued implementation of active RFID and the implementation of passive RFID, business processes will need to be altered to incorporate the use of RFID and take advantage of the accuracy and efficiencies possible with a RFID enabled supply chain.  Section 4 – End State View has more details on the business processes impacted by RFID.
1.9 Automated Information Systems

The impact of RFID should be considered at the component and global level.  Like most AIT technology, RFID is AIS agnostic.  To the extent possible, the RFID infrastructure is designed to feed the existing AISs with the same input as received by data collection methods used before RFID.  A key operational difference is that in most cases the license plate data is all that is read from a RFID tag so the detailed information and association must either be already populated in the AIS or immediately accessible.  If RFID is implemented as only an alternative means of data collection, the interface between the AIS and the AIT technology (barcode to AIS v. RFID to AIS) will likely change, although, most often, the code internal to the AIS system will not need to change.  Those global AISs which are fed data by the components’ RFID enabled AISs will continue to receive the same in-transit and asset visibility data those systems received before the implementation of RFID. 

However, by the nature of RFID technology, it is envisioned that business processes related to the physical movement of materiel will be changed to take advantage of the improved efficiency and accuracy of in-transit and asset visibility data provided by RFID.  It is also envisioned that the use of RFID within existing business processes will create efficiencies that will promote incentive for improvements and change.  Most components’ AISs will be subject to modifications to reflect any changes in business processes related to the implementation of RFID technology.  Other DoD logistics enterprise systems may also be subject to systems modification with the creation of RFID improved business processes. Table 3.3 lists types of systems and their purpose.   

	Type of System
	Purpose

	Wholesale Level Systems
	Systems at the wholesale level that facilitate receipt, storage, consolidation, packing, shipping, inventory, inspection, and workload management involving materiel.

	Retail Level Systems
	Systems at the retail level that facilitate the requisitioning, tracking, receipt, storage, and issue of materiel to end customers (units).

	Unit Deployment Systems
	Systems used in support of unit movement that provide an integrated information transportation system capability for routine deployment, and redeployment/retrograde operations of materiel.

	POE/POD Systems
	Systems that process materiel, support/generate documentation, and assist in the planning/execution operations at aerial and surface ports.

	Distribution Management Systems
	Systems that facilitate the receipt, reconfiguration/ packaging, and distribution of materiel.

	Asset Visibility Systems
	Systems that provide visibility of materiel to include storage/intransit/repair and serve as a central data repository.

	DoD Transmission Systems
	Systems that facilitate and route the flow of information within the DoD.


Table 3.3 – Example DoD Logistics Automated Information Systems

1.10 Infrastructure

The CONOPS requires implementation of a fixed or mobile RFID infrastructure at the logistics nodes.  The following high-level description is provided to help establish an understanding of the concepts of the technology.  DoD components are not expected to build a RFID infrastructure based solely on this description.  Information on how to build this infrastructure will be provided in separate correspondence. 

The RFID infrastructure is defined as all components from the tagged object to the business integration within the local business application.  Figure 3.1 is a component model that is split into architecturally significant groups of functionality.  The adjacent component boundaries indicate interface points.  However, it is not the intention of the diagram to indicate that the components need to be isolated on separate pieces of hardware.  For example, it is reasonable to assume that the edge services could possibly reside on the same hardware as the reader.  The diagram is only dividing the components to illustrate the need to understand the importance of a particular component’s functionality in isolation from the other components’ functionality.  
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Figure 3.1 – RFID Architecture Component Model

Tagged Object Component – Cases, pallets and UID item packaging that are tagged with a RFID tag.

Antenna & Reader Component – The reader implements a set of commands to read and write tag data using the antenna to communicate with the tags via radio frequency (RF).
Edge Services – The edge services are responsible for raw data collection and data filtering.

Event Services – The event services are responsible for creating an event and the association of data related to the event.
Business Process Integration Component – The integration of the tag event and its context into local and/or global supply chain AISs.
Enterprise & Business Application Component – The business processes conducted as a result of the integrated event.
Systems Management Component – Monitors the health of the RFID infrastructure and associated applications.  Also provides asset/inventory management and version control of the software of the RFID infrastructure.

 End State View

The end state for the DoD supply chain is to be a fully integrated adaptive entity that leverages state-of-the-art enabling technologies and advanced management information systems to automate routine functions and achieve accurate, timely in-transit, in-storage, and in-repair asset visibility with the least human intervention.  In addition, the end state will provide continuous effective information for logistics decision making in support of logistics requirements to military operations in austere environments.  In short, the end state goal is to create a single, seamless, responsive enterprise system linked to the source of supply and capable of responding to exigent requirements at best speed and using the most efficient means.

In order to reach the goal of a fully integrated adaptive supply chain, RFID will be employed.  The DoD vision for RFID is to utilize RFID to facilitate accurate, hands free data capture in support of business processes in an integrated DoD supply chain enterprise as an integral part of a comprehensive suite of AIT technology.  DoD will leverage all of these technologies, where appropriate in the supply chain, to improve the ability to support the warfighter. 

The RFID end state vision is initially addressed by depicting the key organizations that will be impacted by the envisioned tag enabled DoD supply chain business process.  The CONOPS processes, which include various environments (i.e. Distribution Centers, Ports of Embarkation/Debarkation, Theater Distribution Centers, Transportation Offices…etc.) provides an overview of the to-be business process environment and the tag data transmitted between nodes and sub processes and business conditions that may or may not be applicable for a given scenario.  Lastly, an explanation of the cost buildup and business case for passive RFID will be addressed.  A cost model has been developed to capture the costs associated with implementing passive RFID within the DoD.  Passive RFID related changes are being associated to the operational view to determine the cost and benefit impact on the stakeholders.  This section addresses both active and passive RFID in regards to the context diagram, the overall operational view, and the business processes analysis.  The architecture and cost buildup/business case are focused on passive RFID.   

Context Diagram

Figure 4.1 shows the systems and organizations impacted by RFID within the DoD logistics supply chain.  A description of their roles and responsibilities follows.
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Figure 4.1 – Context Diagram for RFID enabled DoD Logistics Process
Manufacturers/Suppliers – Commercial providers and government entities that produce/supply materiel to the DoD.

Transportation/Supply Offices – Military activities that place/fill orders, receive materiel, maintain/monitor inventory, arrange transportation, and distribute materiel to the end customer.

Repair Depots/Supply Depots/Distribution Centers – Military/Commercial activities for the receipt, classification, storage, accounting, issue, maintenance, repair, procurement, manufacture, assembly, research, salvage, or disposal of materiel.
POE – Military/Commercial activities that consolidate materiel, lift/transport materiel, and deliver materiel according to the terms of service.  The activities are a geographic point in a routing scheme from which cargo or personnel depart. This may be a seaport or aerial port from which personnel and equipment flow to a port of debarkation. 
POD – Military/Commercial activities that consolidate materiel, lift/transport materiel, and deliver materiel according to the terms of service.  The activities are a geographic point at which cargo or personnel are discharged. This may be a seaport or aerial port of debarkation.
Theater Distribution Centers (TDC) – Military activities that receive materiel in consolidated form and reconfigure shipments in smaller and/or direct packaging for delivery to the end customer.

Theater Depots – Military/Commercial activities that place/fill orders, receive materiel, maintain/repair/monitor inventory, arrange transportation, and distribute materiel to the end customer.

Customers – Military personnel/activities that place orders, receive materiel for either replenishment inventory or immediate consumption/use, return items, and deploy/redeploy.

Manufacturer/Supplier System – Commercial systems that prepare materiel for shipment, generates the necessary documentation for the DoD, and provides an ASN to the entry node/system within the DoD Supply Chain.

Wholesale Level Systems – Systems at the wholesale level that facilitate receipt, storage, consolidation, packing, shipping, inventory, inspection, and workload management involving materiel.

Retail Level Systems – Systems at the retail level that facilitate the requisitioning, tracking, receipt, storage, and issue of materiel to end customers (units).

Unit Deployment Systems – Systems used in support of unit movement that provide an integrated information transportation system capability for routine deployment, and redeployment/retrograde operations of materiel.

POE/POD Systems – Systems that process materiel, support/generate documentation, and assist in the planning/execution operations at aerial and surface ports.

Distribution Management Systems – Systems that facilitate the receipt, reconfiguration/ packaging, and distribution of materiel.

Asset Visibility Systems – Systems that provide command and control of materiel to include storage/repair/intransit and serve as a central data repository. 

DoD Transmission Systems – Systems that facilitate and route the flow of information within the DoD.

1.11 End State Operational View

Figure 4.2 depicts a DoD RFID enabled supply chain.  This high level process view provides a visual representation on how DoD foresees using RFID, as materiel is physically moved from the Manufacturers/Suppliers to the warfighter.   
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Figure 4.2 – DoD RFID Enabled Supply Chain

Clearly not all operations within the DoD logistics supply chain are captured in this picture.  However, the primary actions performed by the physical nodes to move materiel through the logistics chain are the shipping/receiving/transportation processes.  Figure 4.2 shows materiel movement that physically “touches” each node throughout the logistics path.  Yet, materiel can start, end and, move through different paths between logistics nodes.  Figure 4.3 gives other examples of how materiel can move, in various segments, through the logistics chain.  All of the segments depicted in Figure 4.3 are impacted by RFID.  Despite the circumstances, the shipping/receiving/transportation processes move the materiel through the supply chain.  Materiel movement includes moving retrograde back through the supply chain in the opposite direction.  Again, the direct impact of RFID on the retrograde/return process corresponds to the basic shipping/receiving/transportation processes.

RFID is a part of a larger suite of AIT technologies and the DoD will leverage all of these technologies, where appropriate in the supply chain, to improve support to the warfighter. As an enabling technology, RFID must be linked to the AISs.  In order to take advantage of the capabilities RFID provides, managers of all major logistics systems modernization programs will update appropriate program documentation to include the requirement for RFID capabilities as part of the system operational deployment in conformance with the business rules and initial timeline set forth in the DoD RFID Policy.  Managers of major acquisition programs will update programs as required including the requirement for RFID capabilities where applicable.  To support the purchase of RFID and leverage the purchasing power of the DoD, the Army’s Program Executive Office Enterprise Information Systems (PEO EIS) continues the development of multi-vendor contracts for AIT technologies including RFID. These contracts provide the standards and specifications for the suite of AIT technologies.
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 Manufacturers/Suppliers to Defense Distribution Center for stock replenishment 
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 Defense Distribution Center to Supply Depots/Theater Distribution Center for stock replenishment outside the continental United States (OCONUS)
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 Defense Distribution Center to Supply Depots for stock replenishment in the continental United States (CONUS)
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 Supply Department/Theater Distribution Center to Customer
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 Direct Vendor Delivery (DVD)
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 Return/Retrograde – RF (active and passive) read and write capabilities will be required at the furthest most point in the supply chain delivery system to support retrograde.  The Return/Retrograde process is the same as the shipping process. 

Figure 4.3 – Alternative Examples of DoD Logistics Supply Chain Segments 

In the Introduction section of this document, the important relationship of active and passive RFID was introduced.  Active and passive RFID will continue to complement one another as passive RFID technology is implemented throughout the DoD.  Many shipments moving through the Defense Transportation System (DTS) are currently tracked using active RFID and a bar coded Military Shipping Label (MSL).  The implementation of passive RFID will complement the current successes of active RFID for OCONUS shipments.  Figure 4.4 illustrates the CONUS/OCONUS passive–active–passive relationship.
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Figure 4.4 – CONUS/OCONUS Passive-Active-Passive 

The association of a passive tag to an active tag will provide improved container stuffing and un-stuffing time and accuracy to facilitate “inside the box/pallet/container” visibility.  This passive and active association is created by building a “nested” structure of passive tags (UID item packaging, case and pallet tags) that are subordinate to the active tag (container and 463L pallet level tags).  Historically, active RFID has been excellent at providing nodal visibility.  The implementation of passive tags provides efficient and accurate item/content visibility.  The marriage of active RFID with passive RFID will facilitate more accurate and timely automatic capture and reporting of data within the multiple layers of information required in DoD’s dynamic environment.

It is worth noting the complementary relationship of RFID and the ongoing Unique Identifier (UID) initiative.  While the UID and RFID initiative are closely related, they have important fundamental differences.  UID is a permanent, unambiguous and globally unique identifier for an item.  RFID is a means of collecting data using radio frequency technology.  RFID will be used as a hands-free data collection method to identify UID items located within various levels of materiel packaging.  In order to identify the UID item using RFID, the RFID tag data on the unit packs, shipping containers, exterior containers, palletized unit loads must be associated to the UID information in a logistics system.  Using RFID tags as a means of data collection and associating the tag data with UID information will help to maintain precise UID asset/intransit visibility and improve data quality, item management, and maintenance of UID materiel throughout the DoD supply chain.  The hands-free data collection method will help extend and take advantage of the implementation of the UID policy.  However, the UID initiative requires a data matrix be applied to each UID item.  The data matrix is a two-dimensional barcode, an alternate form of AIT than RFID.  The combination of 2D barcode and RFID technologies incorporated into AIT equipment will facilitate the UID and RFID relationship.  Figure 4.5 depicts the “nested” structure of active RFID, passive RFID and UID items.
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Figure 4.5 – Nested Structure of Active RFID, Passive RFID and UID items

Due to the “nested” structural relationship, it is envisioned that passive RFID will be used to verify contents, track physical movement, and virtually build the contents of a 463L pallet or SEAVAN container.  Passive RFID will accurately verify in real-time and communicate to the local Automated Information System (AIS) (and personnel physically loading the pallet/container) the contents of the 463L pallet or SEAVAN container.  Once the pallet/container is properly configured, an active tag is attached to the 463L pallet or SEAVAN container to track and trace the transportation.  At the final destination, when the pallet/container is unloaded, passive RFID will again verify the contents and track the physical movement of the materiel within the destination node.  Additionally, this nested data will be used to create a transaction of record and close the transportation transaction, once the items are received.  Figure 4.6 depicts how the passive–active–passive relationship could look across the DoD supply chain (CONUS/OCONUS).
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Figure 4.6 View of Passive-Active-Passive across the DoD Supply Chain 

Thus far the document discusses the operational view of materiel movement across the DoD supply chain and is focused on the shipping/receiving/transportation processes performed by the logistics nodes to move materiel through the logistics chain.  The following sections provide an operational view of how passive RFID could impact the internal processes within each physical logistics node.

1.11.1 Manufacturers/Suppliers

It is envisioned that RFID could operate in the following manner at the Manufacturer/Supplier:
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Figure 4.7 – Manufacturers/Suppliers

These operations at the Manufacturer/Supplier are designed to provide maximum visibility to the DoD and are the most critical part of the supply chain as incorrect data placed upon a RFID tag will be promulgated throughout the life cycle of the entire order.  The quality assurance done at this end will dictate overall effectiveness of this technology.

1.11.2 Distribution Centers/Depots

It is envisioned that RFID could operate in the following manner at the Distribution Center/Depot (Sustainment):
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Figure 4.8 – Distribution Centers/Depots (Sustainment)

It is envisioned that RFID could operate in the following manner at the Repair Depot:
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Figure 4.9 – Repair Depots
Ports of Embarkation/Ports of Debarkation

It is envisioned that RFID could operate in the following manner at the POEs/PODs:
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Figure 4.10 – POEs/PODs

The use of passive RFID will be more evident in aerial port operations as most cargo at surface port operations is consolidated prior to arrival.

Theater Distribution Centers  

It is envisioned that RFID could operate in the following manner at the Theater Distribution Centers:
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Figure 4.11 – Theater Distribution Centers

It is noted that some TDC locations may not have physical doors or loading docks for entry and exit, but those locations can still be enabled with RFID equipment, for example, a free standing portal. 

Theater Depots

It is envisioned that RFID could operate in the following manner at the Theater Depots (Sustainment):
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Figure x.x – Theater Depots

Figure 4.12 – Theater Depots (Sustainment)

It is envisioned that RFID could operate in the following manner at the Theater Repair Depots:
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Figure 4.13 – Theater Repair Depots

1.11.3 Transportation/Supply Offices

It is envisioned that RFID could operate in the following manner at the Transportation/Supply Office:
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Figure 4.14 – Transportation/Supply Offices

Customers

It is envisioned that RFID could operate in the following manner at the customer location:


Figure 4.15 - Customers

In this case, customer refers to not only operations during the “last tactical mile” for receipt of an item but also their operations in preparation for deployment/redeployment.  Steps 2-4 are in coordination with the Transportation Office.  The processes represented here are the similar for garrison operations.  The use of passive RFID verses active RFID on unit movement equipment is delineated so that active RFID tags are used on SEAVANS, 463L pallets, and major organizational equipment.

1.12 Passive RFID Architecture View

Utilizing passive RFID as part of the business processes at the logistic nodes will require an architecture implementation.  This document does not recommend specific equipment, products, or solutions.  However, basic functionality is required to realize the benefits.  Figure 4.16 depicts the passive RFID architecture view based on the component model described in Section 3.6.  Figure 4.16 is not intended to indicate a required component configuration.  The hardware and software configuration will depend upon the specific equipment and software solution. 
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Figure 4.16 – Passive RFID Architecture View

objectives and goals

The objectives and goals for RFID within DoD represent operational, customer, financial, and technical improvement throughout the entire DoD supply chain.  They capture the benefits of a RFID enabled DoD logistics supply chain.  DoD will measure the ability to accomplish these goals through applied metrics during implementation beginning 1 January 2005.  The metrics will be developed in conjunction with the components to ensure overall alignment and effectiveness in measuring the objectives and goals.

DoD

· Implement Knowledge-Enabled Logistics through Fully Automated Visibility and Management of Assets in Support of the Warfighter

· Ensure Readiness for the Forces and Sustainability of the Operations

· Increase Warfighter/Customer Confidence of the Reliability of the DoD Supply Chain

· Improve Process Efficiency of Sourcing and Delivery by Improving Shipping and Receiving Sub-Processes

· Improve Product Lifecycle Management (i.e. Warranties/Configuration Management)

· Employ Mature and Emerging Supply Chain Technologies to Optimize Effective In-transit and Asset Visibility within the DoD Supply Chain

· Enable an Adaptive Supply Chain with Sense and Respond Capabilities
· Reduce Order Ship Time and Customer Wait Time
· Streamline Logistics within the DoD
· Utilize RFID to Facilitate Accurate, Hands-Free Data Capture in Support of Business Processes in an Integrated DoD Supply Chain Enterprise as an Integral Part of a Comprehensive Suite of AIT Technology.

Stakeholders/Suppliers

· Positive Predictability of Order Processing

· Reduce/Eliminate Shrinkage

· Enable Successful End-to-End DoD Logistics Supply Chain

· Enable Automated Shipment/Receipt Manifests

· Automate Inventory

· Improved Payment Cycle

The end state CONOPS is expected to achieve these goals as well as additional objectives that emerge as the RFID implementation proceeds and technology continues to improve. 

Assumptions

General

· HERO and HERF certification will be completed.

· Passive UHF RFID tags cost will decline over the next several years.

· DoD will use Class 1 read/write tags for tagging at the pallet/case/item packaging for internal movement of goods.

· Firms are capable of manufacturing the tags in quantity and quality necessary to meet demands in accordance with the finalized industry standards.

Organizational 

· All RFID contracts will ensure backward compatibility.

· Each DoD component will have the ability of integrating its unique AISs.

· The AISs will have the functionality to use, integrate, and support RFID data.

· Each DoD component will be able to implement RFID within its business processes and unique requirements.

· Each DoD component budget requirements will be met.

· There is sufficient funding to implement the policy in the timeframe mandated.

· Benefits of RFID infrastructure will accrue over time as RFID tag data flows into existing and new AISs.

Process

· Business processes changes will take advantage of the improvements to achieve benefit from capital investment

· Passive and active RFID infrastructure will be integrated where it makes business sense.

· The implementations across DoD will be standardized.

· The integration of RF technologies into the business processes of the components will be managed with the same level of attention as a major system fielding. 

· The use of RFID within existing business processes will create efficiencies that will promote incentive for improvements and change.

· DoD components will sufficiently document logistics processes. 

· Performance standards will be established.

· Future implementations will focus on both technology and processes to maximize the benefits of RFID. 

· Tagging will be from the container/463L pallet to the item level packaging. 

Technology

· Communications and bandwidth will be sufficient to meet passive RF requirements.

· Technology challenges (liquid, metal, ammo) will be overcome sufficiently to meet DoD objectives.
· Hardware and software updates will be completed in a centralized location and will be pushed to the deployed hardware and software.

· Ultra High Frequency (UHF) RFID technology read-range will be sufficient.

· Specifications for communication protocols will exist.

· Worldwide acceptance of frequency standards for UHF RFID will exist.

· All security protocols and wireless policies will be adhered to including participating multinational environments. 

· Frequencies between CONUS and OCONUS will be reconciled and the performance within the specific frequency bands will be sufficient.

· RFID will work complementary with bar code technology throughout the DoD supply chain, thus the MSL will contain human-readable text, bar code and RFID identifiers.

Cost Buildup and Business Case

1.13 Cost Buildup

An element of the business case for the implementation of passive RFID is the cost buildup. In order to create a cost buildup that aligns with the implementation of passive RFID, a cost model has been developed that has three primary dimensions; Infrastructure and Tags, Systems Integration, and Change Management and Training. (See Figure 7.1 – Three Primary Dimensions of the Passive RFID Cost Model)  Infrastructure and Tags includes items such as passive RFID readers and printers, passive RFID tags, and any network or power wiring that may have to be done. Systems Integration includes the costs associated with building the interface from the passive RFID hardware and software to the organization’s existing back-end applications and also costs associated with any alterations that may have to be made in the back-end applications. Change Management and Training costs include the costs of instructors for conducting training classes and any potential costs with regard to change management. 
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Figure 7.1 – Three Primary Dimensions of the Passive RFID Cost Model

Within each of the three dimensions the cost is determined by the number of locations as well as the attributes of each of those locations (i.e. the number of shipping/receiving doors and throughput). In addition to looking at the physical features of a location, current business processes are examined to determine at which point in the business process passive RFID insertion would make the most sense and allow the organization to experience the most benefits from their investment. While examining the business process, the phasing of the implementation is also considered. During this process an organization can determine not only which location(s) should be outfitted with passive RFID first, but which portion of that location(s) should be implemented first. For example, an organization may want to enable two receiving and two shipping doors which service a specific trade lane, because the next node in that trade lane will also be enabled to receive and ship passive RFID tagged pallets. Next, the phased implementation scenarios are assembled and the associated costs are calculated for the organizations based on the phased implementation scenarios.  

1.14 Business Case  

As stated before, RFID is part of a family of AIT devices that includes but is not limited to: bar codes, optical memory cards, smart cards, micro-electro mechanical systems, and satellite tracking systems.  RFID and bar codes will co-exist for several years as both technologies have their merits yet RFID brings several positive benefits over bar codes:

· Eliminates human error

· Improves data accuracy/asset visibility

· Performs in rugged, harsh environments

· Allows for dynamic multi-block read/write capability

· Facilitates source data collection

· Allows for simultaneous reading and identification of multiple tags

The employment of RFID provides several benefits to the overall DoD supply chain.  Figure 7.2 identifies these potential benefits and the respective nodes.

Figure 7.2 – High Level Illustration of the Benefits from RFID Across the DoD Supply Chain

The analysis of these benefits is part of a detailed business case under development.  After the business case is finalized, these benefits will then be validated in a real world environment with actual operational data.

Path Ahead

Over the coming months, many tasks are required to further implement RFID throughout the DoD.  It is envisioned that each DoD component will review their internal business processes to further refine the most appropriate employment of RFID.  The widespread integration of RFID into the business processes of the components should be managed with the same level of attention as a major system fielding.  Although this technology enables accuracy and timeliness of data within current and future systems of record, introducing RFID will require significant planning, equipment fielding, AIS changes, and training.  The systems approach should be taken to ensure a long-term fully integrated solution.  Currently, each component is developing their RFID implementation plan.  To facilitate the development of these implementation plans, it is recommended that the DOTMLPF approach be employed.  The DOTMLPF approach can be viewed as an analytical tool that enables the development of requirements and facilitates the analysis of operations.  The use of DOTMLPF ensures that each of the component's implementation plans addresses the critical areas with regard to implementing RFID in the DoD supply chain.  In short, DOTMLPF provides a common taxonomy along with an analytical tool to expedite the integration of RFID.  To ensure integration and consistent operations, the Defense Logistics Board (DLB) will review the internal implementation plans, benefits, compliance requirements, and requisite budget requirements annually based upon an assessment of the implementation to date.  This review will include an updated analysis of implementation successes as well as provide guidance for expansion of RFID capabilities into additional applications and supply chain functions.
The efficiencies RFID creates are quickly being realized as a valuable component of the suite of Automatic Identification Technology (AIT) technologies.  Active RFID has already improved the ability to track and trace, and locate on demand materiel throughout the supply chain.  Combining the passive RFID technology with the active RFID technology currently in place will create even greater efficiencies and data accuracy in the DoD supply chain.  When integrated into an effective automated management system, RFID has the potential to enable improved accuracy in content level detail.  This can improve asset visibility and location of materiel moving in the supply chain, which will better support combat service support decision making and timely distribution to the warfighter.  DoD plans to leverage RFID to the fullest extent possible to improve support to the warfighter.

Appendix A - acronym list

AB
Air Base

AIS
Automated Information System

AIT
Automatic Identification Technology 

APOD
Aerial Port of Debarkation

APOE
Aerial Port of Embarkation

ATCMD
Advanced Transportation Control & Movement Document
CMOS
Cargo Movement Operations System

CONOPS
Concept of Operations

CONUS
Continental United States

COTS
Commercial Off-The-Shelf

DAAS
Defense Automatic Addressing System

DFAR
Defense Federal Acquisition Regulation

DLA
Defense Logistics Agency

DLB
Defense Logistics Board

DoD
Department of Defense

DOTMILPF
Doctrine, Organization, Training, Material, Leadership, 

Personnel, and Facilities

DSS
Depot Supply System 

DTS
Defense Transportation System

DUSD (L&MR)
Deputy Under Secretary of Defense (Logistics and Materiel Readiness)

GATES
Global Air Transportation Execution System 

GSA
General Services Administration

HERF
Hazards of Electromagnetic Radiation to Fuel

HERO
Hazards of Electromagnetic Radiation to Ordnance

HHI
Hand Held Interrogator

ID
Identification

IDS
Interface Design Specification

IPT
Integrated Product Team

ITV
In-Transit Visibility

MSL
Military Shipping Label

OCONUS
Outside Continental United States

PEO EIS
Program Executive Office Enterprise Information Systems

PMO
Program Management Office

POD
Port of Debarkation

RF
Radio Frequency

RFID
Radio Frequency Identification

RFMSL
Radio Frequency Identification Military Shipping Label

RF-ITV
Radio Frequency In-Transit Visibility

RMS
Ramstein’s POD

RTA
Recommended Technical Architecture

SOW
Statement of Work

SSDS
System/Subsystem Design Specification

TCN
Transportation Control Number

TDC
Theater Distribution Center

TIPS
Software Tool

TMO
Transportation Movement Office

UHF
Ultra High Frequency

UID
Unique Identification

Appendix B – Key Terms List

Active RFID tags  
Radio Frequency Identification (RFID) tags that are data rich and allow low-level RF signals to be received by the tag.  The tag can generate high-level signals back to the reader/interrogator.  Active RFID tags can hold relatively large amounts of data, are continuously powered, and are normally used when a longer tag read distance is desired.

Advance Shipping Notice (ASN)
The transaction set used to list the contents of a shipment of goods as well as additional information relating to the shipment, such as order information, product description, physical characteristics, type of packaging, marking, carrier information, and configuration of goods within the transportation equipment.

Antenna & Reader Component
The reader implements a set of commands to read and write tag data using the antenna to communicate with the tags via radio frequency (RF).

Asset Visibility Systems
Systems that provide command and control of materiel to include storage/in-transit/repair and serve as a central data repository.

Automatic Identification Technologies (AIT)
A suite of technologies that enables the automated capture of source data, thereby enhancing the ability to identify, track, document, and control deploying and redeploying forces, equipment, personnel and sustainment cargo.

Automatic Information System (AIS)
Any equipment or interconnected system or subsystems of equipment, configured to accomplish specific information-handling operations, such as automatic acquisition, storage, computation, dissemination, or processing of data.

Business Process Integration Component
The integration of the tag event and its context into local and/or global supply chain AISs.

Class I
Subsistence and gratuitous health and comfort items

Class II 
Clothing, individual equipment, tentage, organizational tool sets and kits, hand tools, and administrative and housekeeping supplies and equipment

Class III
Petroleum fuels, lubricants, hydraulic and insulating oils, preservatives, liquid and gas, bulk chemical products, coolants, de-icer and antifreeze compounds, components and additives of petroleum and chemical products, and coal

Class IV
Construction materiel including installed equipment and all fortification and barrier materiel

Class V
Ammunition of all types (including chemical, radiological, and special weapons), bombs, explosives, mines, fuses, detonators, pyrotechnics, missiles, rockets, propellants, and other associated items

Class VI
Personal demand items such as snack foods, beverages, cigarettes, soap, toothpaste, writing materiel, cameras, batteries, and other nonmilitary sale items

Class VII
Major end items such as launchers, tanks, mobile machine shops, and vehicles

Class VIII
Medical materiel, including repair parts peculiar to medical equipment

Class IX
Repair parts and components to include kits, assemblies and subassemblies (reparable or nonreparable) which are required for maintenance support of all equipment

Class X
Materiel to support non-military programs such as agriculture and economic development


Distribution Centers/Depots
Military/Commercial activities for the receipt, classification, storage, accounting, issue, maintenance, repair, procurement, manufacture, assembly, research, salvage, or disposal of materiel

Distribution Management Systems
Systems that facilitate the receipt, reconfiguration/ packaging, and distribution of materiel

DoD Transmission Systems
Systems that facilitate and route the flow of information within the DoD

Edge Services
The edge services are responsible for raw data collection and data filtering.

Enterprise & Business Application Component
The business processes conducted as a result of the integrated event

Event Services
The event services are responsible for creating an event and managing the life cycle of the context associated with the event.

Lifecycle




The total phases through which an item passes from the time it is initially developed until the time it is either consumed in use or disposed of as being excess to all known materiel requirements.

Locate
To determine or specify the position of materiel by using information in the pertinent system to enable a person to physically touch the materiel and confirm its location 

Manufacturer/Supplier System
Commercial systems that prepare materiel for shipment, generates the necessary documentation for the DoD, and provides an ASN to the entry node/system within the DoD Supply Chain

Manufactures/Suppliers
Commercial providers who produce/supply materiel to the DoD

Passive RFID tags
Passive Radio Frequency Identification (RFID) tags reflect energy from the reader/interrogator or receive and temporarily store a small amount of energy from the reader/interrogator signal in order to generate the tag response.  Passive RFID requires strong RF signals from the reader/interrogator, while the RF signal strength returned from the tag is constrained to low levels by the limited energy.  The DoD approved frequency range for passive RFID implementation is UHF 860-960 MHz.

POE/POD Systems
Systems that process materiel, support/generate documentation, and assist in the planning/execution operations at aerial and surface ports

Port of Debarkation (POD)
Military/Commercial activities that consolidate materiel, lift/transport materiel, and deliver materiel according to the terms of service.  The activities are a geographic point at which cargo or personnel are discharged. This may be a seaport or aerial port of debarkation

Port of Embarkation (POE)
Military/Commercial activities that consolidate materiel, lift/transport materiel, and deliver materiel according to the terms of service.  The activities are a geographic point in a routing scheme from which cargo or personnel depart. This may be a seaport or aerial port from which personnel and equipment flow to a port of debarkation

Retail Level Systems
Systems at the retail level that facilitate the requisitioning, tracking, receipt, storage, and issue of materiel to end customers (units)

RFID Infrastructure
Components from the tagged object to the business integration within the local business application

Shrinkage
Lost or missing items/cargo

Supply Chain Operations Reference Model
Designed by the Supply-Chain Council and is used by many world class organizations throughout the world.  SCOR facilitates a standard set of definitions and operational framework to drill down by each level, thus ensuring that business processes are standardized across the supply chain. Five levels (Plan, Source, Make, Deliver, and Return)

Systems Management Component
Monitors the health of the RFID infrastructure and associated applications.  Also provides asset/inventory management and version control of the software of the RFID infrastructure

Tagged Object Component
Cases, pallets and UID item packaging that are tagged with a RFID tag

Theater Depots
Military/Commercial activities that place/fill orders, receive materiel, maintain/repair/monitor inventory, arrange transportation, and distribute materiel to the end customer

Theater Distribution Centers
Military activities that receive materiel in consolidated form and reconfigure shipments in smaller and/or direct packaging for delivery to the end customer

Trace
Using data to establish the whereabouts of materiel and the path the materiel has taken through the supply chain
Track
The ability to see the location of either containers or materiel during transportation

Unique Identification (UID)
UID is a permanent, unambiguous and globally unique identifier for an item
Unit Deployment Systems
Systems used in support of unit movement that provides an integrated information transportation system capability for routine deployment, and redeployment/retrograde operations of materiel

Wholesale Level Systems
Systems at the wholesale level that facilitate receipt, storage, consolidation, packing, shipping, inventory, inspection, and workload management involving materiel
Appendix c – SCOR Model

1.15 Supply Chain Operations Reference Model

The application of the Supply Chain Operations Reference Model (SCOR) has been heavily utilized for this initiative.  The primary use for SCOR is to describe, measure, and evaluate supply chain configurations. Since this Model was developed it has been used by several organizations and there is a plethora of articles and seminars devoted to the model along with benchmarking and best practices reports that are focused on and give reference to the SCOR-model (www.supply-chain.org).  

One of the greatest benefits of SCOR is that the model allows other companies to communicate common terminology and standard description terms which has lead to improved benchmarking and reports in the area of supply-chain.  This model has also been noted to assist organizations in identifying optimum software tools for process requirements. Given that militaries also have a strong desire to improve their supply chains as those in private industry, various military logisticians have also been reviewing the SCOR-model as a potential means to help improve their own supply chain.  

This SCOR model can be summarized as a supply-chain configuration and it is driven the five core processes:

	Plan
	Plan levels of aggregation and information sources

	Source
	Source locations and products

	Make 
	Make production sites and methods

	Deliver 
	Deliver channels, inventory deployment, and products

	Return
	Return locations and methods


1.16 Business Processes

The SCOR Model was used to examine the operations of the DoD logistics chain and the operational elements that are likely to be directly impacted by RFID.  The physical movement of materiel from logistics node to logistics node is represented by the shipping and receiving processes within SCOR’s Deliver and Source process types.  The SCOR process type of Return must also be considered since it represents movement of materiel backwards through the logistics chain, but regardless, the direct impact with the Return process type still corresponds to the basic shipping and receiving processes.

The arrival of a traceable unit of transportation to a physical node and the departure of a traceable unit of transportation from a physical node are important events that drive a large number of activities within the DoD logistics chain.  Logistics chain accuracy will improve when “what is moving” and “where it is moving” are recorded accurately and in a timely fashion at the entry/exit points.

Additional consideration must be given to the physical movement of materiel within each logistics node.  RFID can organize the movement of materiel within the logistics node in a manner different than previous AIT technologies.  For example, the placement of RFID interrogators can automatically verify the correct movement of materiel as the materiel moves through the distribution center to its final destination. Real time updates could be established for all materiel that is physically moving in the wrong direction or is located in the wrong area within the building.  Without RFID, the level of detail for location verification described above is less efficient. 

1.16.1 Source

Decomposition of the Source process type into the SCOR level 3 process elements (Source Stocked Product) is shown in Figure 11.1. The “Receive Product” process element is directly impacted by RFID.  This process is currently being impacted by active RFID and will be the initial process enabled with passive RFID.   

The Source process type includes the Transfer Product process element, which is another process that will be directly impacted by RFID.  Transfer Product focuses on the “internal” physical movement of materiel.  Primarily, the internal processes are a varying range of business processes that would determine the flow of materiel within specific locations.  In many cases, additional business processes would be created to utilize RFID for internal location verification. Section 4.2 – End State Operational View provides a concept for how logistics nodes will use RFID for internal processes.  
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Figure 11.1 – SCOR Source Stocked Product Process Elements
1.16.2 Deliver

Decomposition of the Deliver process type into the SCOR level 3 process elements (Deliver Stocked Product) is shown in Figure 11.2. The “Load Vehicle, Generate Ship Document, Verify Credit, and Ship Product” process element is directly impacted by RFID.  This process is currently being impacted by active RFID and will be the initial process enabled with passive RFID.   

The Deliver process type has other process elements that would be directly impacted by RFID (i.e. Plan and Build Loads and Pick Product).  Similar to the “Transfer Product” process element in the Source process type, these process elements focus on the “internal” physical movement of materiel.  Section 4 – End State Operational View provides a concept for how logistics nodes will use RFID for internal processes.  
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Figure 11.2 - SCOR Deliver Stocked Product Process Elements

1.16.3 Return

The decomposition of the Return process type into the SCOR level 3 process elements is not shown in this document.  Fundamentally, the Return process type will move the materiel (i.e. retrograde) back through the logistics chain in the opposite direction of the Source and Deliver process types.  Again, the direct impact of RFID within the Return process type corresponds to the basic shipping and receiving processes.

1.16.4 Plan

Timely, accurate, and precise data capture via RFID will enhance the information underpinning the planning process.  However, the level 3 process elements in the Plan process type will not be directly impacted by introduction of RFID.  Plan is a process type that uses information such as inventory level, delivery lead time, and resource availability, but is not directly impacted by the physical movement of materiel. Since RFID is primarily focused on materiel stored in or moving through the supply chain, activities related to the Plan process type will not be addressed in this document.

1.16.5 Make/Maintain

Facilities that perform the processes in accordance with the SCOR model’s Make process type will be directly impacted by RFID.  Initially, the focus will be directed at the shipping and receiving processes, as detailed in the previous sections.  Clearly, the internal processes of a Make/Maintenance facility differ from that of a supply distribution center or transportation office, but similarly, the impact RFID will have on these facilities is directly related to the physical movement of materiel within the facility.  For example, the placement of RFID interrogators will automatically verify the correct movement of a repair item as it moves through the repair facility. Real time updates could be established for all repair items physically moving in the wrong direction, located in the wrong area within the building, or not being moved to the appropriate work station within specific time frames.  Without RFID, the level of detail for location verification described above is less efficient. 

1.17 Conclusion

By using the SCOR methodology to develop the process model and following the DoD Architecture concepts, the end state operational view, discussed in Section 4.2, was refined.  The operational view was applied to the identified environments (i.e. Distribution Depots, Ports of Embarkation/Debarkation, Theater Distribution Centers, Transportation Offices…etc.).  The combination of an end state RFID operational view with identified environments helps define a comprehensive application and sets the stage for a passive RFID cost buildup and a passive RFID implementation strategy.  
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