

UNCLASSIFIED//FOR OFFICIAL USE ONLY

SD-106 Formal DRAFT Coordination 

Department of Defense

DIRECTIVE











NUMBER 3020.ff










OASD(HD)











[15 June 2004]

SUBJECT:   Defense Critical Infrastructure Identification, Prioritization, And Protection

References:  (a)  DoD Directive 5160.54, "Critical Asset Assurance Protection Program," January 20, 1998 (hereby canceled).

(b)  Deputy Secretary of Defense Memorandum, “Critical Infrastructure  

      Protection Responsibilities and Realignments,” August 11, 1999 (hereby 

      canceled).

(c)  The Department of Defense Critical Infrastructure Protection Plan, 18                         November 1998 (hereby superceded).

(d) Homeland Security Presidential Directive (HSPD) Number 7, “Critical Identification, Prioritization, and Protection,” December 17, 2003.

(e) through (k), see enclosure 1.

1. PURPOSE

This Directive:

1.1.  Cancels reference (a) and (b); supercedes reference (c), and updates Department of Defense (DoD) responsibilities for implementing the Defense Critical Infrastructure Identification, Prioritization, and Protection policy.

1.2.  Establishes policy and assigns responsibility for Defense Critical Infrastructure Identification, Prioritization, and Protection activities in accordance with National Security Presidential Directive (HSPD) Number 7; Executive Order 13228; Deputy Secretary of Defense Memorandum dated September 3, 2003, DoD Directive 5111.13; Secretary of Defense Memorandum dated January 7, 2003; Deputy Secretary of Defense Memorandum dated March 25, 2003 and DoD Directive 5220.22; Assistant Secretary of Defense for Homeland Defense Memorandum, dated Month DD, 2004 (references (d) through (k)), as they apply to the Department of Defense.

 1.3. Authorizes supporting DoD publications.

2.  APPLICABILITY AND SCOPE
2.1.  This Directive applies to the Office of the Secretary of Defense, the Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities in the Department of Defense (hereafter referred to collectively as the “DoD Components”).

2.2.  This Directive also applies to the National Guard Bureau.  

3.  DEFINITIONS
Terms used in this Directive are defined in reference (k).

4.  POLICY
It is DoD policy that:

4.1.  Defense Critical Infrastructure, which includes both DoD and non-DoD infrastructures, essential to planning, mobilizing, deploying, executing and sustaining United States (U.S.) military operations on a global basis, shall be available when required.

4.2.  The DoD Components shall address Defense Critical Infrastructure vulnerabilities based on risk management decisions made by responsible authorities.

4.3.  The Department of Defense shall coordinate with other Federal Agencies, State and local governments, the private sector, and equivalent foreign entities as required, to ensure the continuity of Defense Critical Infrastructures.

4.4.  A Defense Critical Infrastructure Program (DCIP) shall be established and maintained to: identify, prioritize, and coordinate the protection of critical assets; establish adaptive plans and procedures to mitigate risk; and restore capability in the event of its loss or degradation; support Defense Critical Infrastructure crisis and consequence management;  and protect information associated with executing the policies in this Directive.  Information protection includes protecting voluntarily provided information and information that would facilitate terrorist targeting of critical infrastructure.  

4.5.  The DCIP shall be complementary with other DoD mission assurance related programs and efforts, such as: Anti-Terrorism/Force Protection, Information Assurance, Continuity of Operations, and All-Hazard Installation Preparedness.  

4.6.  This Directive implements the Department of Defense’s responsibilities as identified in reference (d).

4.7.  Application of Defense Critical Infrastructure to the Defense Industrial Base (DIB) shall be consistent with and executed by those authorities responsible for the National Industrial Security Program (NISP).  DCIP DIB efforts shall utilize the NISP (reference (j)) to the maximum extent practical. 

5.  RESPONSIBILITIES
5.1.  The Under Secretary of Defense for Policy (USD(P)) shall:


5.1.1. Ensure the Assistant Secretary of Defense for Homeland Defense (ASD(HD)) shall:

5.1.1.  Implement the Defense Critical Infrastructure Identification, Prioritization, And Protection policies of this Directive.  

5.1.1.2.  Establish and maintain the DCIP.

5.1.1.3.  Act as the Principal Staff Assistant and civilian advisor on Defense Critical Infrastructure Identification, Prioritization, And Protection; and exercise policy, program guidance, and oversight for Defense Critical Infrastructure Identification, Prioritization, And Protection.  

5.1.1.4.  Assist the Secretary of Defense in his role as the lead Sector-Specific Federal Agency Official for DIB efforts; coordinate with Undersecretary of Defense for Acquisition, Technology and Logistics (USD(AT&L) to identify, prioritize, address and resolve DIB issues. 

5.1.1.5.  Establish and convene, as appropriate, standing groups or other special functions within the Department of Defense providing policy implementation advice, coordinating and monitoring DCIP activities, and supporting program oversight.

5.1.1.6.  Act as the DCIP and resource advocate.

5.1.1.7.  Establish and oversee an office or activity to administer and manage the DCIP.  

5.1.1.8.  Advise the Secretary of Defense on the readiness of and risks to Defense Critical Infrastructure assets.

5.1.1.9.  Act as the Principal DoD representative for the DCIP to the Congress.  

5.1.1.10.  Act as the Principal DoD representative for Defense Critical Infrastructure Identification, Prioritization, And Protection-related discussions and agreements with the Executive Office of the President, other Federal Agencies, State and local entities, the public, and foreign entities.

5.1.1.11.  Disseminate Defense Critical Infrastructure related threat assessments and warnings, as appropriate, to the DoD Components.

5.1.1.12.  Promote information sharing while safeguarding information from disclosure that could harm DoD operations or could jeopardize information safeguarding agreements with Defense Critical Infrastructure stakeholders. 

5.1.1.13.  Develop and maintain education, training and awareness activities that support the DCIP.

5.1.1.14.  Oversee and validate all DoD Components’ Defense Critical Infrastructure priorities for mission essential capabilities, critical assets and related vulnerabilities.

5.1.2.  Assign, in coordination with the Secretary of the Air Force, a DoD Component to serve as the Defense Sector Lead for Space in accordance with reference (k) interim guidance.

5.2.  The Under Secretary of Defense for Acquisition, Technology, and Logistics (USD (AT&L)), in coordination with the USD(P), shall:

5.2.1.  Ensure DoD Defense Critical Infrastructure Identification, Prioritization, And Protection policies are integrated into acquisition and procurement policy documents.

5.2.2.  Identify vulnerabilities in technologies relied upon by DoD Critical Infrastructure that are developed, acquired, owned or operated by the Department of Defense, and develop effective vulnerability countermeasures to emerging or postulated threats.

5.2.3.  Assign, in coordination with U.S. Transportation Command, a DoD Component to serve as the Defense Sector Lead for Transportation in accordance with enclosure 3 of this Directive.

5.2.4.  Assign a DoD Component to serve as the Defense Sector Lead for Public Works in accordance with reference (k) interim guidance.

5.2.5.  Assign a DoD Component to serve as the Defense Sector Lead for Logistics in accordance with reference (k) interim guidance.

5.2.6.  Assign a DoD Component to serve as the Defense Sector Lead for DIB in accordance with reference (k) interim guidance.

5.3.  The Under Secretary of Defense for Intelligence, in coordination with the USD(P), shall:

5.3.1. Provide intelligence, counterintelligence and security support to the DCIP

5.3.2. Address Defense Critical Infrastructure Identification, Prioritization, And Protection collection priorities by the ASD(HD), and develop and maintain critical infrastructure threat assessments.

5.3.3. Assign, in coordination with U.S. Strategic Command, a DoD Component to serve as the Defense Sector Lead for Intelligence, Surveillance, and Reconnaissance in accordance with reference (k) interim guidance.

5.4. The Under Secretary of Defense for Comptroller, in coordination with the USD(P) shall assign a DoD Component to serve as the Defense Sector Lead for Financial Services in accordance with reference (k) interim guidance.

5.5. The Under Secretary of Defense for Personnel and Readiness, in coordination with the USD(P) shall:

5.51.  Assign a DoD Component to serve as the Defense Sector Lead for Health Affairs in accordance with reference (k) interim guidance.

5.5.2.  Assign a DoD Component to serve as the Defense Sector Lead for Personnel in accordance with reference (k) interim guidance.

5.6.  The Assistant Secretary of Defense for Networks and Information Integration shall:

5.6.1.  Assign, in coordination with U.S. Strategic Command, a DoD Component to serve as the Defense Sector Lead for the Global Information Grid (GIG) in accordance with reference (k) interim guidance.

5.6.2.  Ensure, through the Defense-Wide Information Assurance (IA) Program, the coordination of IA initiatives with the DoD Components through established criteria and processes for evaluating and validating all IA and IA-enabled information technology products used in assuring the integrity, availability, confidentiality, authentication and non-repudiation of Defense Critical Infrastructure Identification, Prioritization, And Protection information.

5.7.  The Chairman of the Joint Chiefs of Staff shall:

5.7.1.  Identify an office of primary responsibility to represent the Joint Staff, the Combatant Commands, and the Military Services.

5.7.2.  Coordinate Combatant Commands Defense Critical Infrastructure Identification, Prioritization, And Protection activities. 

5.7.3.  Submit integrated set of priorities of Combatant Commands mitigation and remediation to the Military Services.

5.7.4.  Validate and prioritize Combatant Command and Services Defense Critical Infrastructure mission essential capabilities and critical asset assessments.  

5.7.5.  Advise the Secretary of Defense on the adequacy of DCIP resources required to execute the National Military Strategy.

5.7.6.  Integrate DCIP elements into appropriate Joint Staff planning.  

5.7.7.  Ensure DCIP force employment considerations are incorporated into applicable joint doctrine.  Ensure incorporation of DCIP issues in Joint Exercises.  

5.7.8.  Ensure DCIP issues are addressed in the Joint Training System.

5.8.  The Commanders of Combatant Commands, through the Chairman of the Joint Chiefs of Staff shall:

5.8.1.  Establish,  resource, and execute an organizational program supporting the DCIP.

5.8.2.  Identify and prioritize DoD missions and tasks within assigned areas of responsibility.

5.8.3.  Coordinate with the Military Services, the U.S. Special Operations Command, the Defense Agencies, and designated Defense Sector Leads to identify and assess critical assets and infrastructure interdependencies pertinent to mission accomplishment within assigned areas of responsibility and functional missions.

5.8.4.  In conjunction with the Joint Staff and Office of the ASD (HD), coordinate actions to protect, prevent loss, or mitigate loss or degradation of critical assets and their infrastructure dependencies.

5.8.5.  In accordance with DoD guidelines, prioritize, monitor and report the status of critical assets within respective areas of responsibility and/or mission areas.  

5.8.6.  Integrate Defense Critical Infrastructure Identification, Prioritization, And Protection activities into Joint Plans, Orders, and Exercises.

5.9.  The Secretaries of the Military Departments, the Commander, U.S. Special Operations Command, and Directors of Defense Agencies and Field Activities, shall:

5.9.1.  Establish, resource, and execute an organizational program supporting the DCIP.   

5.9.2.  Identify and assess, in coordination with the DoD Components and Defense Sector Leads, critical assets and infrastructure dependencies needed to successfully execute required Combatant Commands capabilities and other statutory responsibilities.   

5.9.3.  Assist in the execution of Defense Critical Infrastructure Identification, Prioritization, And Protection education and training.

5.9.4.  Address Defense Critical Infrastructure Identification, Prioritization, And Protection issues in acquisition, maintenance, and sustainment contracts.   Address Defense Critical Infrastructure Identification, Prioritization, And Protection issues and requirements in facility construction, installation recapitalization, and installation-level outsourcing and privatization efforts.

5.9.5.  Collect and disseminate Defense Critical Infrastructure-related threat assessments and warnings, as appropriate, to subordinate elements and the DoD Components.

5.9.6.  Document, in coordination with other DoD Components and Defense Sector Leads, all critical public and private sector dependencies.  Negotiate with public and private sector organizations on taking action for enhancing the physical and cyber security of assets associated with such critical dependencies.

5.9.7.  Test and exercise mitigation and response plans. 

5.9.8. Program resources to implement risk management decisions.  

5.9.9.  In conjunction with the Chairman, Joint Chiefs of Staff and the ASD (HD), develop plans to protect, prevent loss, or mitigate loss or degradation of critical assets and associated infrastructure dependencies.

6.  EFFECTIVE DATE
This Directive is effective immediately.

Enclosures – 1

  E1.  References, continued

E1. ENCLOSURE 1

REFERENCES, continued
(e) Executive Order 13228, “Establishing the Office of Homeland Security and the Homeland Security Council,” October 8, 2001

(f)  Deputy Secretary of Defense Memorandum, “Realignment of Critical Infrastructure Protection Oversight to the Assistant Secretary of Defense for Homeland Defense,” September 3, 2003

(g) DoD Directive 5111.13, “Assistant Secretary of Defense for Homeland Defense,” 

(h) Secretary of Defense Memorandum, “Office of the Assistant Secretary of Defense for Homeland Defense,” January 7, 2003

(i) Deputy Secretary of Defense Memorandum, “Implementation Guidance Regarding the Office of the Assistant Secretary of Defense for Homeland Defense,” March 25, 2003

(j) DoD Directive 5220.22, “DoD Industrial Security Program,” December 8, 1980

(k) Assistant Secretary of Defense for Homeland Defense Memorandum, “Interim Defense Critical Infrastructure Program Definitions And Defense Sector Responsibilities Supporting DoD Directive 3020.ff Coordination,” Month DD, 2004.  
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