USMC Critical Infrastructure Protection Program Requirements Matrix: MARFOR/Installation Level View

Purpose of Requirements Matrix:

· Support standardization of CIP program requirements across the USMC;
· Identify USMC CIP program Baseline Focus Areas;
· Assist in quantifying Service level POM initiatives and/or support for funding requests to ASD(HD) and DPO-MA.
	USMC CIP Program Requirements
	MARFOR Level Requirements
	Funding

Requested
	Installation Level Requirements
	Funding

Requested

	Identify USMC Critical Assets and Dependencies (including private/ commercial critical assets)
	X
	
	X
	

	Validate and Prioritize Critical Assets

(Mission Impact)
	X
	
	X
	

	Assess Critical Assets and Identify Vulnerabilities To

Those Assets (IVAs)
	X
	
	X
	

	Integrate COCOM Remediation/Mitigation Priorities Into Service Remediation/Mitigation 

Priorities
	X
	
	
	

	Coordinate & Prioritize All Vulnerabilities For Remediation Actions -

Supported By Risk Management Analysis

(Threat, Impact To Mission)
	X
	
	X
	

	Program Resources to Remediate/Mitigate  Vulnerabilities
	X
	
	X
	

	Undertake & Track Remediation of Critical Asset Vulnerabilities
	X
	
	X
	

	 Coordinate Development of CIP Education and Training Programs (DoD, DoN & USMC
	
	
	
	

	Implement CIP Education & Training Programs
	X
	
	X
	

	Conduct Field Exercises to Test Response, Mitigation & COOP Plans
	X
	
	X
	

	USMC CIP Data Management/Database:

Day-to-Day Operational and Crisis Management Support
	X
	
	X
	

	CIP Program Contractor Support
	X
	
	X
	

	Develop and/or Implement Standardized CIP Program Methodologies
	
	
	
	

	Establish & Maintain USMC HQ Level CIP Program
	
	
	
	

	USMC CIP Program – DoD Integration Efforts & Planning Activities:

Both Policy & Enterprise Architecture/Methodologies/

Processes
	X
	
	
	

	CIP Program – Centralized POM Advocate
	
	
	
	

	Develop and Implement USMC CIP Program Policy
	X
	
	
	

	Other Requirements

(Identify Requirements

Not Listed Above)
	
	
	
	


CIP Requirements Examples:


HQMC – Develop, implement and/or maintain HQMC level CIP program management and support for FY 05 :  $xxxxxx.


HQMC – Plan, develop and implement CIP injects and scenarios in tabletop

and field exercises, to test response, mitigation and COOP planning at the MARFOR and installation level :  $ xxxxxx.


HQMC – Develop USMC CIP data management system to conform to, or be interoperable with, DoD and DPO-MA, and the COCOMS to facilitate compilation and exchange of critical asset data, to include vulnerability information, and status of remediation efforts.


MARFOR -  Contract support to assist in the USMC identification and  characterization of critical assets and their dependencies within the AOR of MARFOR____ : $xxxxxxxx


MARFOR – Implement DoD, DON or USMC sponsored CIP education and training programs and curricula across all installations within the MARFOR AOR: 

$xxxxxxx.

Installations -  Undertake tabletop and/or field exercises that test installation response capabilities, mitigation and COOP plans, to specifically include testing aspects relating to mission critical assets or infrastructure resident on the installation:

$xxxxxxx.

Installations – Conduct an integrated vulnerability assessment, to specifically include an assessment that has a certified CIP module to assess the installations mission critical assets and infrastructures: $xxxxxxx.


Installations – Remediate critical asset XX at a cost of $xxxxxxx.  (In addition to the cost of the proposed remediation project, you must document in detail the critical asset involved, the specific COCOM or USMC mission(s) it supports, and the impact to those missions if that asset were not available.)










