U.S. Marine Corps Forces 

Position Description

Critical Infrastructure Protection (CIP) Program Support of the United States Marine Corps Forces 

BACKGROUND: The MARFOR mission is to provide forces and capabilities to combatant commanders in times of peace and war.  The CIP portion of this mission includes the research, analysis, and policy development necessary to identify and build Critical Infrastructure Protection and Asset Assurance plans needed to ensure mission execution as required.  In concert with DoD and Headquarters Marine Corps (HQMC) guidance, the MARFOR will implement a CIP program to identify, assess and provide appropriate protection of all physical and cyber assets deemed critical to MARFOR mission execution. The MARFOR CIP Program must be coordinated through the Command Staff, Major Subordinate Activities, and Unified Combatant Commands to ensure mission execution across the spectrum of contingency, wartime, and peacetime requirements. 

DUTIES AND RESPONSIBILITIES: The incumbent will be responsible for developing, managing, maintaining, coordinating the following for the MARFOR CIP program:

· Develop and implement a CIP program for the MARFOR taking into account its missions and capabilities in support of Combatant Commands and vital Marine Corps functions, as well as HQMC CIP program guidance.

· Coordinate and act as liaison for MARFOR staff input to Combatant Command and HQMC CIP program, requirements and taskings.

· Serve as the regional CIP program representative for the MARFOR, to include oversight and coordination for the development and implementation of critical infrastructure protection programs and/or planning at all bases and installations within the MARFOR’s AOR.

· Determine present and future MARFOR CIP program requirements, and assist in development of CIP budgets and funding requests/submissions to support those requirements.

· Identify, document, report, manage, and coordinate between stakeholders all Tier-1 and Tier-2 mission critical assets, to include identification of mission supporting assets through dependency analysis that are critical to the provision or functioning of Tier I or Tier II assets, within the specific MARFOR Area of Responsibility.

·   Support the input of MARFOR CIP program data into the HQMC CIP data management system. 

· Support and coordinate the conduct of CIP focused vulnerability assessments for Tier I and II mission critical assets

· Monitor, evaluate, and participate in Marine Corps-wide CIP program conferences and events.

· Establish a MARFOR CIP Working Group consisting of Subordinate Commands to support the CIP program.  Assist in integrating CIP into the overall AT/FP Program, ensuring compliance with DoD, Service and Combatant Command(s) plans, policies and directives.

· Develop policy and procedures to be utilized by the MARFOR, to include: MARFOR CIP Orders or Instructions; validation procedures for mission critical  assets; CIP training and education materials; and plans or procedures for dissemination of CIP program requirements, information and methodologies down to the installation level.

· Provide progress reports and CIP program reviews, and attend CIP-related meetings as required by the MARFOR CIP Program Manager (PM).

SECURITY CLEARANCE: Applicants selected will be subject to a security investigation and may need to meet eligibility requirements for access to classified information. Top Secret clearance is required.
TRAVEL:  Travel will be required 

QUALIFICATIONS:  

EDUCATION:  BA or BS degree in a related field required; MA or MS degree preferred.  

KNOWLEDGE/SKILLS/ABILITIES:  Experience in or familiarity with DoD or Service critical infrastructure protection program required.  Familiarity with USMC anti-terrorism and force protection programs desired.  Requires demonstrated supervisory and/or program management experience.  

Possession of knowledge of the overall mission, organization, functions, and tactical operations of the U.S. Marine Corps, to include an understanding of the Service component’s roles and responsibilities for planning and execution highly desirable.  The incumbent must be able to interpret, synchronize, and disseminate large amounts of information related to the DoD/Combatant Command/Service CIP Programs, and coordinate related training programs, assessment programs, funding programs, exercise/operational requirements, and other mission essential strategies and plans which could significantly impact the overall AT/FP/CIP posture of the MARFOR.

Desired experience in database applications, to include basic management skills, developing reports from SQL and/or Oracle systems, and entering information through internet interfaces.  Must possess communication skills, both oral and written, to develop and deliver clear and cogent papers and briefings.

