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RMKS/1.  SINCE THE SEPTEMBER 11TH ATTACKS ON THE WORLD TRADE
CENTER AND PENTAGON, INSTALLATION ACTIVITY COMMANDERS HAVE
REALIZED THE NEED TO IMPROVE SECURITY AND HAVE ATTEMPTED TO
ADDRESS THEIR SECURITY CONCERNS BY PURCHASING CCTV SYSTEMS AND
ASSOCIATED COMPONENTS.  THIS MESSAGE WAS PROMPTED BY AN HQMC
SECURITY DIVISION (PS) ANALYSIS OF THE CCTV SYSTEMS BEING
INSTALLED.  THAT ANALYSIS REVEALED A PROLIFERATION OF SYSTEMS WITH
SEEMINGLY LITTLE REGARD TO THE ELECTRONIC SECURITY SYSTEM (ESS)
OPERATOR WORKLOAD, HUMAN FACTORS, BASIC SYSTEM ENGINEERING
PRINCIPLES, ENVIRONMENTAL ISSUES, OR SECURITY EFFECTIVENESS. REF
(A) PROVIDES A DETAILED EVALUATION OF CCTV APPLICATIONS, TYPES OF
TECHNOLOGIES, AND PROBLEMS ASSOCIATED WITH CCTV SYSTEMS.  REF (A)
CAN BE FOUND ON THE SECURITY DIVISION WEBSITE AT 
WWW.HQMC.USMC.MIL/POSWEBPAGE.NSF UNDER DIRECTIVES.
ADDITIONAL GUIDANCE CAN BE OBTAINED FROM THE INSTALLATION'S
PHYSICAL SECURITY CHIEF.
2.  PER REF (B), THE DEPUTY COMMANDANT FOR PLANS, POLICIES, AND
OPERATIONS HAS COGNIZANCE OVER THE FORMULATION AND DISSEMINATION
OF SECURITY POLICY.  AS SUCH, HQMC(PS) IS RESPONSIBLE FOR PHYSICAL
SECURITY RELATED POLICY.  THIS MARADMIN PROVIDES POLICY CONCERNING
THE PROCUREMENT AND INSTALLATION OF CCTV SYSTEMS AT MARINE CORPS
INSTALLATIONS AND ACTIVITIES.  REF (B) WILL BE REVISED TO REFLECT
THE CHANGES AS DISCUSSED BELOW.  
3.  THE FOLLOWING POLICY APPLIES TO CCTV APPLICATIONS WITHIN THE
MARINE CORPS:    
   A.  CCTV SYSTEMS WILL NOT BE USED TO MEET CONSTANT
SURVEILLANCE REQUIREMENTS.
   B.  INSTALLATIONS MAY CONTINUE TO USE CURRENT CCTV SYSTEMS
UNTIL THEY REACH THE END OF LIFE CYCLE OR THE NEXT HQMC(PS)
SPONSORED ESS UPGRADE, WHICHEVER COMES FIRST.  
   C.  FOR SITES WITH EXISTING CCTV SYSTEMS INSTALLED AS PART OF
THE ESS, PROCUREMENT OF ANY COMMERCIAL CCTV SYSTEMS TO BE
MONITORED BY PMO MUST BE COMPATIBLE WITH THE EXISTING ESS CCTV
SYSTEM.  FOR SITES WITHOUT EXISTING CCTV SYSTEMS INSTALLED AS PART
OF THE ESS, PROCUREMENT OF ANY COMMERCIAL CCTV SYSTEMS TO BE
MONITORED BY PMO MUST BE INSTALLED OR CERTIFIED BY THE MCESS
TECHNICAL SUPPORT AGENCY (TSA).  THIS WILL REDUCE THE
PROLIFERATION OF SYSTEMS CURRENTLY INSTALLED AT PMO AND IMPLEMENT
CONFIGURATION MANAGEMENT CONTROLS.
   D.  IN PROCURING CCTV SYSTEMS USING LOCAL FUNDING,
INSTALLATIONS AND ACTIVITIES MAY ELECT TO HAVE THE MCESS TSA
INSTALL SAID SYSTEM OR THEY MAY ELECT TO USE A CONTRACTOR OF THEIR
CHOICE.  TO MAINTAIN SYSTEM INTEGRITY, HOWEVER, FINAL INSTALLATION
AND CONNECTION TO THE MCESS WILL BE ACCOMPLISHED AND SUPERVISED BY
ENGINEERS AND TECHNICIANS FROM THE MCESS TSA. 
   E.  COMPATIBILITY, PERFORMANCE PARAMETERS, AND MAINTENANCE
PLANS MUST BE CERTIFIED BY THE MCESS TSA PRIOR TO THE INSTALLATION,
INTEGRATION, OR CONNECTION TO THE MCESS.  THOSE SYSTEMS FAILING TO
MEET CERTIFICATION AND PERFORMANCE PARAMETERS ESTABLISHED BY THE
MCESS TSA WILL NOT BE CONNECTED TO THE MCESS.  COMPATIBILITY REVIEW
COSTS WILL BE BORNE BY THE INSTALLATION OR ACTIVITY.
   F.  CCTV SYSTEMS NOT COMPATIBLE WITH THE MCESS WILL NOT BE
MONITORED BY PMO AND DO NOT REQUIRE APPROVAL FROM CMC(PS).
   G.  SUSTAINMENT MAINTENANCE WILL BE FUNDED BY CMC(PS) ON ALL
CCTV SYSTEMS, EVEN THOSE PROCURED USING LOCAL FUNDING, AS LONG AS
INSTALLATION IS PERFORMED BY THE MCESS TSA.
   H.  REGARDLESS OF WHETHER OR NOT CCTV IS PART OF THE MCESS
PROGRAM OR FUNDED LOCALLY, THE FOLLOWING REQUIREMENTS APPLY TO CCTV
SYSTEMS INSTALLED AT INSTALLATIONS:
       1) CCTV TRANSMISSION WILL BE POINT-TO-POINT CONNECTIVITY
UTILIZING A FIBER OPTIC OR WIRELESS TRANSMISSION METHOD.  NETWORK
CONNECTIVITY WILL NOT BE USED WITH SECURITY CCTV SYSTEMS.
          A) TRANSMISSION LINES FOR CCTV BETWEEN THE PROTECTED
AREA AND MONITORING STATION WILL BE PROTECTED BY PHYSICAL MEASURES
AND/OR ELECTRONIC LINE SUPERVISION SYSTEMS.  THESE SYSTEMS PROTECT
AGAINST SIGNAL INTERRUPTION, TAMPERING, SPLICING, OR DATA
SUBSTITUTION.  VIDEO LOSS DETECTION IS ACCEPTABLE FOR LINE
SUPERVISION AS LONG AS IT IS DISPLAYED AS AN ALARM EVENT TO THE
ESS.    
          B) WIRELESS CCTV SYSTEMS WILL BE ENCRYPTED TO THE
NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) 128.0 
BYTE STANDARD.
       2) CCTV SYSTEMS WILL HAVE AN EMERGENCY POWER SOURCE TO
ENSURE THE SYSTEM'S CONTINUOUS OPERATION.  THIS POWER SOURCE WILL
BE PROVIDED BY AN UNINTERRUPTED EMERGENCY GENERATOR OR BATTERY
SOURCE.  BATTERIES SHALL HAVE THE CAPACITY TO MAINTAIN PROPER
OPERATION OF THE SYSTEM UNDER NORMAL CONDITIONS FOR A MINIMUM OF
FOUR HOURS.  
       3) SECURITY CAMERAS USED FOR FORENSIC PURPOSES OR EVENT
DRIVEN EVENTS WILL BE CONNECTED TO A DIGITAL CAPTURE SYSTEM.
DIGITAL CAPTURE SYSTEMS USED FOR FORENSIC PURPOSES WILL BE
APPROVED FOR CHAIN-OF-CUSTODY AUTHENTICATION WHERE THE VIDEO MAY
BE INTRODUCED AND BE REQUIRED TO STAND UP AS EVIDENCE IN A COURT
OF LAW.
       4) EVENT DRIVEN CCTV MONITORING DEVICES WILL NOT NUMBER
MORE THAN FOUR 15-INCH COLOR MONITORS AND WILL BE LOCATED WITHIN
THE PERIPHERAL VISION, TO THE RIGHT AND LEFT, OF THE ESS
OPERATOR. 
       5) COMMAND DRIVEN CCTV MONITORING DEVICES WILL NOT
NUMBER MORE THAN ONE 15-INCH COLOR MONITOR AND WILL BE LOCATED
DIRECTLY TO THE ESS OPERATORS FRONT.  ADDITIONAL COMMAND DRIVEN
CCTV MONITORS CAN BE INSTALLED IN THE DIRECT VIEW OF THE DESK
SERGEANT, BUT WILL NOT BE MONITORED BY THE ESS OPERATOR.
       6) CCTV MONITORING AND RECORDING DEVICES WILL NOT BE
LOCATED IN GATEHOUSES.
4.  SIMPLY ASSUMING THAT A CCTV SYSTEM WILL ENHANCE SECURITY
WITHOUT DUE VIGILANCE TO THE BASIC SYSTEM ENGINEERING PRINCIPLES
WILL LEAD TO LESS THAN OPTIMIZED PERFORMANCE, USER
DISSATISFACTION, AND THE PERCEPTION OF SECURITY WHERE THERE IS
NONE.  HOWEVER, EFFECTIVE USE OF CCTV TECHNOLOGY CAN INCREASE
THE LEVEL OF SECURITY OVER A WIDE AREA AND CAN INCREASE THE
EFFECTIVENESS OF AVAILABLE MANPOWER (FORCE MULTIPLICATION).// 


