
MILITARY POLICE COMMAND AND CONTROL


TACTICAL COMMAND POST OPERATIONS

Introduction

1.  General.  The tactical situation will dictate where the MP command post (CP) is established.  The CP will usually be located near the combat service support operations center (CSSOC) or the rear area operations center (RAOC).  In either situation, the CP should be large enough to accommodate a desk sergeant, an administration clerk, room for equipment not being used, and a situation map.

Types of Tactical Command Posts
1. Mobile Command Post.  This type of CP will be 

established simply by operating out of the back of a MRC 145 radio vehicle or M998 high back vehicle.  Use this type of CP when mobility is required.

2. Semi-permanent Command Post.  This type of CP is established using tentage, office space, or a building.  Applicable to a CSS rear area operation where mobility is not a factor.

3. Site Selection.  The senior MP and a security element will reconnoiter new sites and determine the exact location for the CP.  Pick a primary and alternate site.  Choose a site that:


a. Is easily accessible from the MSR.


b. Can accommodate all the units’ vehicles and equipment.


c. Has a firm, well-drained surface.


d. Has some natural cover and concealment.


e. Is relatively easy to defend.

4.  Prepare and secure the site per Section 7 (Unit Defense Measures).

5.  Establish local security to sustain survivability.

6.  Displacement of Tactical Command Post:


a. Determine new location.


b. A leader's reconnaissance will be conducted to include, the senior MP, platoon sergeant, a headquarters element and a security element.


c. Continuous communication and security will be maintained with the tactical CP.


d. Once the new location is selected and secure, the new tactical CP will assume control of MP forces.


e. The remaining personnel will then move to the new position.

Communications.  

1. The tactical CP should have the following communications capabilities:


a. A telephone line capable of commercial and DSN calls.


b. A tactical telephone line capable of contacting other military units.


c. A TA 312 link to:



(1) MP billeting or defensive positions, platoon or squad level.



(2) The CSSOC or RAOC if commercial or tactical telephone is not available.



(3) MP observation posts or listening posts.

8.  The Desk Sergeant will:


a. Act as the Net Control Station.


b. Ensure frequencies, call signs, and passwords are verified and passed to the on-coming shift.


c. Ensure preventive maintenance checks are conducted on all radios before shift change.  Batteries will be replaced as required.  Ensure radios remote to another location are also checked.

 9.  Situation Board.  The situation board captures current MP operations.  The Desk Sergeant is responsible for maintaining this information.  As a minimum, the following information will be tracked:


a. Map with Traffic Circulation Plan and Traffic Control Plan overlays.


b. Current Posting Chart.


c. Current Mounted and Dismounted Patrol Activity.


d. Location of unit defensive position expressed in a clock position.


e. MP Mission and Mission of next higher commander.


f. Current Air Alert Defense Posture.


g. Current NBC Defense posture.



h. Likely enemy course of action.


i. A roster of assigned MP personnel.


j. A serialized inventory of all equipment and weapons.


k. Primary and Alternate frequencies, and all challenge and passwords will be listed under the map.

10.  Vehicle Dispatch/Preventive Maintenance Checks


a. The Desk Sergeant will:



(1) Coordinate with the MT detachment, and determine dispatch procedures.



(2) Assign operators to vehicles.  If possible, vehicle assets should be rotated to prevent 24 hr operation.



(3) Ensure no vehicle is operated without being properly dispatched and inspected.



(4) Routinely monitor preventive maintenance inspections.



(5) Ensure the proper paperwork is completed and actions taken to correct vehicle discrepancies.

b. The Vehicle NCO will:



(1) Ensure weekly/monthly PM's are conducted, properly recorded, and maintained.



(2) Coordinate the repair of vehicle discrepancies with MT.



(3) Complete a weekly vehicle report for the Senior MP.

 
c. Each Vehicle Operator will:



(1) Conduct a preventive maintenance inspection before operating any vehicle.  Report discrepancies to the desk sergeant.



(2) Operate the vehicle in a safe and professional manner.



(3) No vehicle will be driven off the paved surface unless in performance of duties.  The tactical situation will dictate.



(4) Complete the proper paperwork to correct vehicle discrepancies.

Accountability of Vehicles and Equipment

1.  The Desk Sergeant Duties.

    
a.  Conduct a serialized inventory of ALL vehicle and equipment prior to assuming post.  Results of the inspection will be recorded in the Desk Sergeant's Journal.

    
b.  Report all lost, damaged, stolen, or missing items to the Senior MP.

    
c.  Establish an equipment accountability log to sub sign all equipment issued during the shift.  No gear will be issued without signing it out.

2.  Incident Notification. The Desk Sergeant is responsible for making notifications.  Notification will be made in the following priority:

    
a.  Alert posted MP's if appropriate i.e., change in threat condition or help locate a suspect.

    
b.  Senior MP on duty who will make a determination to inform the Senior MP.

    
c.  The CSSOC/RAOC.

    
d.  Command Notification.  An alphabetical listing of personnel assigned to the operation will be obtained for the S/G-1.

    
e.  The Senior MP will make notifications to the commanding officer as appropriate.

Command and Control.

1.  The Desk Sergeant will:

a. Initially dispatch MP units to an incident.


b.  Coordinate the response of other agencies i.e., fire, ambulance, response forces.

2.  The Senior MP on duty will:


a. Respond and assume tactical control.


b. Ensure responding forces are properly deployed to counter the situation.

3.  Administration.

    
a.  The Senior MP will:


  
(1) Establish procedures for the preparation and distribution of MP reports and tickets.  Reports and tickets will be forwarded to the individuals command via the chain of command.


  
(2) Prepare a missing stolen lost report.  This report is used as an investigative tool.  A copy of this report will be posted with the Desk Sergeant.

APPENDICES:

A - Map Symbols and Tactical Control Measures.

B - Sample Command Post Layout

RULES OF ENGAGEMENT/USE OF FORCE

Introduction

1.  Purpose.  To provide standard instruction for arming, weapons handling procedures, and use of forces.  Further, to provide guidance in the development of rules of engagement (ROE).

2.  General.  MP’s must possess the capability to apply the proper amount of force to counter a given threat.  Complicating and sometimes confusing this process are specific ROE guidelines that must be adhered to.  Training and continuous reinforcement help to overcome these issues.

3.  Assumptions.

    
a.  Military Police will be armed and use force in accordance with MCO 5500.6F unless specific arming and ROE are prescribed by the MAGTF commander.

    
b.  The senior MP will ensure all MP’s are trained and understand the procedures for use of force applicable to the specific mission.

4.  Scope.  MCO 5500.6F is not applicable under the following circumstances:

  
a.  In a combat zone in time of war.

    
b.  In a designated hostile fire area not in the time of war.

    
c. Under the operational control of other Federal agencies.  Such personnel will adhere to that organization’s policies.

    
d.  Civil Disturbance area.

5.  Weapons Loading.

a. The M9 9MM pistol will be carried with a fully loaded

magazine with a round in the chamber, the safety engaged, and one extra fully loaded magazine.

b. The M16A2 Service Rifle will be carried with a fully 

loaded magazine with NO round in the chamber, weapon on safe, and one other extra magazine.

    
c. Weapons with automatic slide assemblies, i.e. M249 SAW, M240G, M2, and MK19 will be employed in weapon’s condition 3.

6.  Force Continuum.  Those non-lethal measures employed before the use of deadly force.  This does not mean that each one of these non-lethal measures must be used before the use of deadly force.  The use of force must be commensurate with the situation.  Non-lethal forms of force are:

       a.  Verbal commands.


  b.  OC spray.


  c. Pressure points and come-along techniques.


  d.  Batons.

 
e.  Non-lethal munitions.

 
f.  Military working dog (MWD).


g.  Use of Deadly Force.

Use of Deadly Force.  

1. Use of deadly force is justifiable only under conditions of extreme necessity, and only as a last resort, when lesser means have failed or cannot be reasonably employed.

    
a.  Self Defense. 

    
b.  In Defense of Property Involving National Security.

     
(1) To prevent the felony theft of, damage to, or espionage aimed at property/information specifically designated by the commanding officer or competent authority to be VITAL to national security.

        
(2) To prevent the threatened theft of, damage to, or espionage aimed at property/information specifically designated by the commanding officer or competent authority to be of SUBSTANTIAL IMPORTANCE to national security.

    
c.  To Prevent or Interrupt Serious Offenses Against Persons.  When deadly force reasonably appears necessary to prevent the commission of a serious offense, which threatens death or serious bodily harm to another person.

d.  Apprehension and Escape.

(1) To apprehend or prevent the escape of a person

when probable cause exists to believe that a person has committed an offense, which deadly force would be authorized. 

     
(2) When deadly force appears reasonably necessary to apprehend or prevent the escape of a person who has had access to vital or substantial material and appears to present a threat of theft, damage, or espionage.

        
(3) To prevent the escape of a prisoner and competent authority has authorized the use of deadly force.

    
e.  Lawful Order.

Rules of Engagement

1.  General.

a. ROE may be restrictive or permissive.

        
(1) ROE may be restrictive:  do not fire unless fired upon (when); unattended munitions, mines, and booby traps are forbidden (how); do not fire until you see the whites of their eyes (when and against whom). 

        
(2) Or ROE may be permissive:  a unit may use whatever force it deems necessary to defend itself against a hostile act or hostile intent (how and when); military aircraft of country X operating in a specified area will be considered hostile (when and against whom); and shoot first and ask questions later (when).

    
b.  Sources of ROE.

   
   
(1) Domestic Law.

        
(2) National Security Policy.

   
   
(3) International Law.

2.  Purpose.

a. Political.  Prevents the expansion of military objective

beyond political objectives.

b. Military.  Lends to successful mission accomplishment. 

Aggression and the right to self-defense must be balanced against losing public support, provoking a more powerful enemy, or fighting at an unfavorable time or place.

b. Legality.  ROE are intended to prevent violations of

domestic and international law and must consider, for example, the concept of proportionality and the selection criteria for targeting.

3.  Guiding Principles.

    
a.  Coalition ROE should seek commonality.  Ideally, a single set of rules that applies to all coalition members in a theater of operation is better understood, easily implemented, and increases interoperability.

    
b.  ROE must change as the tactical situation changes.  Peacetime rules are designed to maintain/deter hostilities while wartime ROE is designed to WIN!

    
c.  Constantly reevaluate the effectiveness of ROE, and

publish changes as necessary.

    
d.  ROE Summary:

   
   
(1) Make them clear and brief.

  
   
(2) Avoid excessively technical language.

        
(3) Tailor the language to the audience.

  
   
(4) Separate them by job description.

   
   
(5) Assure they are easily understood and remembered.

  
e. Forces may be required to apply ROE in a split second,

so simplicity is paramount.

4.  Special Instructions.

a.  An order to halt shall be given before a shot is fired

(in English and the local language).

    
b.  Warning shots are not authorized.

    
c.  Shots will not be fired if they are likely to endanger innocent bystanders.  The only exception is to prevent the theft, damage, or espionage aimed at nuclear weapons.

    
d.  Shots shall be fired to eliminate the threat.  If the circumstances render it difficult to direct fire with sufficient precision, these situations will not preclude the use of a firearm.

5.  Coordinating Instructions.

a. Prior to being armed in the performance of security/law

enforcement duties, the Marine will:

   

(1) Qualify or complete a familiarization course with

the weapon/weapon system.

        
(2) Receive instruction on the loading, unloading, and clearing of the weapon/weapon system.

b.  Once a year receive use of force/deadly force

instruction and pass a written exam.  

    
c.  As part of deployment training, each Marine will receive use of force training focusing on anticipated scenarios.

    
d.  The senior MP should request specific ROE, unique to theater of operation, from the MAGTF commander.

APPENDIX:

C – Use of Force/Weapons Clearing Acknowledgment Form.

NONCOMBATANT EVACUATION OPERATIONS

Introduction

1.  Purpose.  To establish standard operating procedures for conducting Noncombatant Evacuation Operations (NEO).

2.  General.   A NEO is an evacuation under emergency conditions.  Military Police are used within the evacuation control center to process personnel for evacuation.

3.  Evacuation Priority. 

CATEGORY:

   
I 
(Blue) All American Citizens

   
II 
(Green) Alien Members of American Families 

   
III 
(Yellow) Alien Employees of U.S Government or  

Business

   
IV 
(Red) Other Designated Aliens

SUBCATEGORY

   
A 
Female, Pregnant

   
B 
Women with Children

   
C 
Aged and Infirm

   
D 
Unaccompanied female, 18 or Older

   
E 
Able‑bodied Male, 18 or Older

4.  Assumptions.

  
a.  The host country U.S Ambassador commands the NEO operations.  He will make all major decisions concerning the NEO.

  
b.  Interpreters will be provided to assist in administrative processing.

  
c.  The Senior MP will make liaison with host nation law enforcement and military forces to coordinate security concerns. 

EOD teams will be provided to handle suspected explosive

devices.

   
e.  The ECC will be spread-loaded during flight IOT continue the mission in the event of losses.

Organization and Operation of the Evacuation Control Center

1.  Background.  The ECC will be task organized to accomplish the mission.  The Combat Service Support commander is tasked with organizing and operating the ECC.  See APPENDIX D.

2.  ECC Site Selection.  The G/S‑3 will direct the reconnaissance of an evacuation site. EEIs for the site recon should include:

    
a.  Defensibility of site perimeter.

 
b.  Ease of crowd control. 

 
c.  Size of possible landing zones, accessibility to site and proximity to evacuation routes.


d.  Obstacles requiring removal and special equipment needed to improve site.

    
e.  Availability of pre‑existing structures with sufficient area and facilities to handle evacuees.

3.  Procedure.

 
a.  Headquarters Section.

(1) Plan, organize and supervise the employment of the

ECC.

(2) Maintain liaison with outside agencies involved in

the NEO.

     
(3) Monitor communications and provide command and control.

         
(4) Maintain accountability of personnel processed.

   

(5) Advise MAGTF commander on the progress of the evacuation operation.

    
b.  Reception Section (RS)/Dismount Point.


   
(1) The reception section, also known as the dismount point, will be located at the point of initial contact with evacuees.

   

(2) The RS will brief all evacuees on ECC procedures, including the policy on contraband.  An amnesty period will be provided to discard any contraband.

   

(3) Evacuees will be limited to that which can be carried by the individual except for personnel carrying government documents.

       
(4) Identify all personnel subject to evacuation and any VIPs requiring expeditious processing.  VIPs will be brought to the VIP section for immediate processing.  All others will be allowed into the ECC as time and space permit.

    
c.  Search Section.

    

(1) Brief all evacuees that they will be searched for the safety of the handling force and the evacuees.

  

(2) Conduct a hasty search of all evacuees, followed by a detailed search as required.

        
(3) Once the evacuee has been properly searched, return all belongings and direct the evacuee to the registration section. 

    
d.  Registration Section.

    

(1) Register all evacuees by completing the original and four copies of the Evacuee Embarkation Form (EEF) for each evacuee or family of the evacuees.  See APPENDIX D.

      
(2) The registration section will retain one copy of the EEF while forwarding a copy to the State Department liaison, OIC of embark and a copy to the ship the evacuee will be assigned to.

    
e.  Medical Section.

    

(1) Identify and maintain necessary medical equipment and supplies, stretchers, SINCGARs, water cans, blankets and ponchos.

    

(2) Examine and render treatment to evacuees requiring critical medical attention.

    

(3) Execute identification, treatment, and expeditious handling of evacuees requiring immediate medical evacuation.  S‑2 clerks will obtain as much information as possible on such personnel prior to evacuation utilizing the EEFs. However, the evacuation will not be delayed under any circumstances.

    

(4) Coordinate with reception and registration sections concerning evacuees requiring immediate medical attention and/or evacuation.

    

(5) Identify personnel in need of medical treatment who have bypassed the reception and/or registration section, but do not require medical evacuation, and treat as required. Subsequently return to the appropriate section for continuation of processing.

    
f.  Logistics Section.

   

(1) Provide transportation for evacuees as required.

     
(2) Provide food, temporary shelter, and other logistical support to evacuees as required.

      
(3) Collocated with the embarkation section

    
g.  Embarkation Section.

   

(1) Form evacuees into teams for movement by aircraft or surface means.

   

(2) Brief the evacuees on the mode of travel they are about to be debarked on.

   

(3) Brief the evacuees on how to properly wear and use the floatation devices as well as the safety procedures for aircraft and boat embarkation.

   

(4) Collect EEFs from each family of evacuees; place forms in an envelope and mark aircraft, helicopter, boat number, and name and time of departure on outside.

    
h.  VIP Section.  Register, screen, and arrange for medical attention for all VIPs once delivered from reception.

    
i.  Holding Section.

        
(1) Locate a secure area to set up a temporary holding area, preferably with only one entry/exit in an easily controlled area away from activity.

    

(2) Keep a log of all violators and what violation was committed once they come into the holding area.

    

(3) Flexi cuff all violators for the safety of the Marines in the holding area.


    
(4) Update the ECC commander on the status of violators in the holding area.

    
j.  HLZ/Sea Site.  The size and organization of the ECC will vary depending on the commander in charge, the number of evacuees, and the environment.  When required or deemed appropriate, the ECC may be conducted on ATF shipping.

Coordinating Instructions

1.  Handling of Evacuees.

 
a.  General non‑combatant evacuees.

     
(1) Evacuees are not EPWs.  Treat them with dignity and respect while maintaining security.

     
(2) Searching of women will only be conducted by female Marines, female embassy personnel, or medical personnel.

    

(3) If mission allows, do not separate families.

 
b.  VIPs.


   
(1) Courtesy and respect.

   

(2) Speed of evacuation through priority movement.

   

(3) Provisions of guides during evacuation.

   

(4) Provision of immediate health and comfort items.

 
c.  Request for Political Asylum and Temporary Refuge.

   

(1) Asylum may not be granted by evacuation forces.

   

(2) Temporary refuge must be provided if the capability exists and the foreign national is in imminent danger.

   

(3) Termination of temporary refuge only when directed by SECNAV or higher authority.

   

(4) U.S. evacuation forces must not invite foreign nationals to seek asylum or refuge.

    
d.  Combatants and Infiltrators.

    

(1) Conduct a careful search of all discovered combatants and infiltrators.  Looking for weapons or military information.

    

(2) Segregate from non‑combatant evacuees.

    

(3) Guard combatants and infiltrators at all times.

    

(4) Physically restrain when being transported.

    

(5) Turn over to the host nation officials.

2.  The Senior MP.

  
a.  Plan crowd control procedures to include use of riot control formations/equipment, non‑lethal means of force, public address systems, and use of riot control agents.

    
b.  Ensure contraband is properly accounted for.  Contraband should be maintained in a secure area until properly disposed. The MAGTF Commander and the SJA will determine disposal procedures.

APPENDIX:

D ‑ ECC Flow Chart/Evacuation Debarkation Form 

OPERATIONAL RISK MANAGEMENT

Introduction

1.  Purpose.  To establish standard operating procedures for the use of operational risk management.

2.  General.  Danger is inherent in the nature of military operations.  ORM is a decision making process that enhances operational capability by reducing risk. 

ORM Process.  

1. The ORM process is a five-step process.

    
a.  Identify Hazards.  Begin with an outline or chart of the major steps in the operation (operational analysis).  Next, conduct a Preliminary Hazard Analysis by listing all of the hazards associated with each step in the operational analysis along with possible causes for those hazards.

    
b.  Assess Hazards.  For each hazards identified, determine the associated degree of risk in terms of probability and severity.  Although not required, the use of a matrix may be helpful in assessing hazards.

    
c.  Make Risk Decisions.  First, develop risk control options.  Start with the most serious risk first and select controls that will reduce the risk to a minimum consistent with mission accomplishment.  With selected controls in place, decide if the benefit of the operation outweighs the risk.  If risk outweighs benefit or if assistance is required to implement controls, communicate with higher authority in the chain of command. 

    
d.  Implement Controls.  The following measures can be used to eliminate hazards or reduce the degree of risk.  These are listed by order of preference:

      
(1) Administrative Controls.  Controls that reduce risks through specific administrative actions, such as:

 


(a) Providing suitable warnings, markings, placards, signs, and notices.

           
(b) Establishing written policies, programs instructions and standard operating procedures (SOP).

           
(c) Training personnel to recognize hazards and take appropriate precautionary measures.

           
(d) Limiting the exposure to a hazard (either by reducing the number of personnel/assets or the length of time they are exposed).

       
(2) Engineering Controls.  Controls that use engineering methods to reduce risks by design, material selection or substitution when technically or economically feasible.

       
(3) Personal Protective Equipment.  Serves as a barrier between personnel and a hazard.  It should be used when other controls do not reduce the hazards to an acceptable level.

  
e.  Supervise.  Conduct follow-up evaluations of the controls to ensure they remain in place and have the desired effect.  Monitor for changes that may require further ORM.  Take corrective action when necessary.     

Risk Assessment Matrix.  

1. A matrix can be used to accomplish the second step of the ORM process.  Using a matrix to quantify and prioritize the risk(s) does not lessen the inherently subjective nature of risk assessment.  However, a matrix does not provide a consistent framework for evaluating risk.  Although different matrices may be used for various applications, any risk assessment tool should include the elements of hazard severity and mishap probability.  The risk assessment code (RAC) defined by a matrix represents the degree of risk associated with a hazard considering these two elements.  While the degree of risk is subjective in nature, the RAC does accurately reflect the relative amount of perceived risk between various hazards.  The example matrix described below is used in naval occupational safety and health assessments.  Using the matrix, the RAC is derived as follows. 

    
a.  Hazard Severity.   An assessment of the worst credible consequence, which can occur as a result of a hazard.  Severity is defined by potential degree of injury, illness, property damage, loss of assets (personnel, time, money) or effect on mission.  The contribution of two or more hazards may increase the overall level of risk.  Hazard severity categories are assigned as Roman numerals according to the following criteria:

(1) Category I.  The hazards may cause death, loss of 

facility/asset or result in grave damage to national interests.

        
(2) Category II.  The hazard may cause severe injury, illness, property damage, damage to national or service interests or degradation to efficient use of assets. 

        
(3) Category III.  The hazard may cause minor injury, illness, property damage, damage to national, service or command interests or degradation to efficient use of assets.

        
(4) Category IV.  The hazard presents a minimal threat to personnel safety or health, property, national, service or  command interests or efficient use of assets.

    
b.  Mishap Probability.  The probability that a hazard will result in a mishap or loss, based on an assessment of such factors as location exposure (cycles or hours of operation), affected population. Experience or previously established statistical information.  Mishap probability will be assigned an English letter according to the following criteria:

        
(1) Sub Category A.  Likely to occur immediately or within a short period of time.  Expected to occur frequently to an individual person, item or continuously to a fleet, inventory or group.  

        
(2) Sub Category B.  Probably will occur in time. Expected to occur several times to an individual person, item or frequently to a fleet, inventory or group.  

        
(3) Sub Category C.  May occur in time.  Can reasonably be expected to occur some time to an individual person, item or several times to a fleet, inventory or group.  

        
(4) Sub Category D.  Unlikely to occur.

Risk Assessment Code.  The RAC is an expression of risk

which combines the elements of hazard severity and mishap probability.  Using the matrix shown below, the RAC is expressed as a number that can be used to help determine hazards abatement priorities.

                     Figure 1

                Mishap Probability  

Hazard Severity    A   B   C   D 

      I            1   1   2   3

    II,III         1   2   3   4 

     IV            3   4   5   5

RAC Definitions:



        1 – Critical



        2 - Serious

                  3 – Moderate 

                  4 – Minor

                  5 – Negligible

Note 1.  In some cases, the worst credible consequence of a hazard may not correspond to the highest RAC for that hazard.  For example, one hazard may have two potential consequences.  The severity of the worst consequence (I) may be unlikely (D), resulting in a RAC of 3.  The severity of the lesser consequence (II) may be probable (B), resulting in a RAC of 2.  Therefore, it is also important to consider the less severe consequences of a hazard if they are more likely than the worst credible consequence, since this combination may actually present a greater overall risk.

Note 2.  The ORM process provides an additional tool for commanders to use in reducing risks inherent in military operations.  It is not a complete change in the way we approach the risk management problem, but rather provides a specific methodology for personnel to anticipate hazards and evaluate risk.  Just as we have trained our personnel to focus on the mission, we can train our personnel to evaluate risk as part of their decision making process.  As personnel are trained in and use the process, ORM will become intuitive, being applied automatically as a means to aid in quickly developing an effective course of action to accomplish the mission.

2.  Limitations.

 
a. Does not remove risk altogether.

    
b. Does not sanction or justify violating the laws or environmental concerns.

    
c. Does not inhibit flexibility or initiative.

    
d. Does not remove necessity for unit tactics, techniques and procedures.
 

EQUIPMENT STANDARDIZATION AND PRE‑DEPLOYMENT PLANNING

Introduction

1.  Purpose.  To establish standing operating procedures and promulgate guidance concerning equipment standardization and pre‑deployment planning.

2.  General.  Ensuring personnel and equipment are prepared for deployment allows commands to smoothly transition from garrison to a tactical environment.  This guidance is just that, guidance.  Deploying commands will establish specific guidelines before deployment.  This section is designed to provide generic guidance and ensure this command is prepared to deploy.

Equipment Embarkation

1.  Procedure.  When conducting equipment embarkation:

    
a.  The Senior MP will:


  
(1) Determine equipment, vehicles, and supply requirements by analyzing stated and implied missions.


  
(2) Determine, from higher headquarters, specific embarkation guidance for the operation.


  
(3) Appoint, in writing, a primary and alternate embark representative.  The primary embark representative will be an NCO or above.


  
(4) Establish an arrival and assembly plan, based on initial mission requirement and assumptions, placing equipment and personnel, in priority sequence, into the area of operation.


  
(5) Establish a plan for the marshaling and movement of personnel and equipment to the point of departure.

    
b.  The Embarkation Representative will:


  
(1) Ensure embark requirements and a load plan is established for organic equipment.


  
(2) Determine embark requirements based on stated and implied mission and guidance from the senior MP.


  
(3) Develop a specific load plan based on the senior MP's arrival and assembly plan.


  
(4) Ensure all equipment is prepared for embarkation.


  
(5) Prepare and/or coordinate the preparation of embarkation reports and the submission of embarkation data to higher headquarters.

    
c.  Preparation Guidance:


  
(1) Material will be packaged to afford maximum protection against physical and mechanical handling damage, corrosion, deterioration and water damage.


  
(2) Vehicles:




(a) All external fuel cans will be completely filled to the top seal, or purged and emptied.  Only one external fuel can is authorized per vehicle and only if that vehicle has an SL‑3 external fuel can bracket.




(b) Vehicle fuel tanks will be so more than 3/4 full when load aboard an aircraft, and no more than 1/2 full when loaded on an aircraft ramp.




(c) Cargo loaded in a vehicle bed must not be higher than the side racks (metal sides of the cargo body or the removable wooden side rails).  Mobile loaded cargo weight will not exceed the cross-country weight limitations of the vehicle.




(d) Vehicles will be weighed and marked with front axle, rear axle, and combined weights and center of balance after being loaded. See APPENDIX E.




(e) Fording kits will be installed on each vehicle.




(f) Vehicles capable of carrying cargo shall be fully loaded unless otherwise directed.




(g) All lifting points will be serviceable to include safety pins, cotter pins, and other safety devices.




(h) Vehicles will start on their own, be clean, and free from leaks of any kind.




(i) Each vehicle will have a lock and key to secure the steering wheel.  Vehicle steering wheels will not be locked in staging or marshaling areas.




(j) A driver and assistant driver will be assigned for each vehicle.




(k) APPENDIX E prescribes basic vehicle load plans.


  (3) Embarkation Boxes will:




(a) Be the standard 6.0 cube foot box, 50-cube foot box, and standard tent crates (102 cube).  Non‑standard boxes will be approved by higher headquarters.




(b) Be properly marked, as directed, i.e. units RUC, unit name, UPT or stowage designator, and weight determined by the cube of the box.



(c) Be inspected by a qualified higher headquarters embark representative.



(d) Be properly waterproofed.



  (4) Embark Boxes are NOT required to be painted; however, where the box marking are located, an undercoat of paint should be applied to prevent bleeding.


  (5) Packing List.  The NAVSUP form 255 should be used as a packing list.  Four copies of packing lists will be prepared.  One copy will be placed in the container.  One copy will be placed on the outside of the box within a protective envelope.  The original will be retained by the embark NCO, and one copy will be forwarded to higher headquarters.



  (6) Hazardous Material:




 (a) All equipment/supplies which are considered hazardous material; i.e. NBC chemicals, fuel, cleaning agents, batteries, insecticides, fire extinguishers and ammunition will identified to higher headquarters.



 (b) Questionable items will be brought to the higher headquarters embark representative for clarification.




 (c) All items identified as hazardous material will have proper label placed on the outside of the box.




 (d) Hazardous items will be certified for shipment by a qualified person.  The higher headquarters embark representative will coordinate this inspection.


  (7) Rounding Procedures:




 (a) Length, width, and height: Dimensional characteristics are normally computed in inches for outside dimensions and infractions on an inch for accuracy.


Example:
1/4 inch = .25

1 1/4 = 1.25




1/2 inch = .50

1 1/2 = 1.50




3/4 inch = .75 

1 3/4 = 1.75


Rule: 1.1 to 1.9. is rounded up to 2. Always round to the next higher whole number.




 (b) Cube and Square: Compute for cube and square using the following formula:


Cube = Length x Width x Height divided by 1728. Round up to the nearest whole number.


Example: 32" x 18" x 32" divided by 1728 = 10.6 cu ft or 11.0 cu ft.


Square = Length x Width divided by 144. Round up to the nearest whole number.


Example: 132" x 37" divide by 144 = 33.9 or 34.0 sq ft.

d.  Consolidated Memorandum for Record (CMR):  A serialized listing of all detachment gear will be prepared prior to departure.  Frequent accountability inspections will be conducted to ensure positive accountability is maintained.

Personnel Preparation

1.  Procedure.

    
a.  Administrative Actions.



  (1) Establish a database with the following fields:




 (a) Last Name, First Name, Middle Initial, SSN, Rank, Sex, Weight, Blood type, Rifle/Pistol Serial #.


  (2) Ensure wills/power of attorneys are current.



  (3) Ensure OQR/SRB are screened and updated.

    
b.  Medical and Dental.


  
(1) Ensure personnel meet dental and medical qualifications for deployment.


  
(2) Ensure shots are current.


  
(3) Medical and dental screenings can be conducted when the records are being checked out, but this is NOT the preferred method.

    
c.  Personnel/Platoon/Vehicle Equipment.  APPENDIX F prescribes individual load/platoon/vehicle requirements.

    
d.  Training.  Unit/individual training is based on the implied and stated missions. As a minimum, the following training should occur:


  
(1) Essential mission training.


  
(2) Weapons qualifications/familiarization fire (Heavy Guns, 9mm pistols, AT‑4).


  
(3) Weapons loading, unloading and clearing procedures.


  
(4) Rules of engagement and use of force procedures.


  
(5) PR‑24 Certification.


  
(6) CPR and First Aid.


  
(7) Area of Operation indoctrination.

APPENDICES:

        
E ‑ Vehicle Loading Diagram

   
F - Prescribed Individual Load List/Platoon/Vehicle           

  Equipment List.

MILITARY POLICE WEAPONS SYSTEMS AND EMPLOYMENT

Introduction

1.  Purpose.  To establish standard procedures for military police weapons systems and employment. 

2.  General.  Military police use a wide variety of weapons systems to accomplish the four primary missions.  A MP must have working knowledge of all the weapons systems available so that they may be employed in the offense, defense and law enforcement roles.  This knowledge is to include nomenclature, operation, laying techniques and general weapons tactics.

APPENDIX:

G - MILITARY POLICE WEAPONS SYSTEMS AND EMPLOYMENT

COMMUNICATIONS

Introduction

1.  Purpose.  To provide standard procedures for the establishment of communication systems for Military Police operations and communication security.

2.  General.  Systems will be designed to support communication between the MP tactical command post, higher HQ, and subordinate static/mobile post.  A communication link will be established with host nation/local enforcement agencies as required.

Procedures

1.  Assumptions.

    
a.  Communications Chief.  The Military Police communications chief will ensure the following tasks and responsibilities are conducted.

        
(1) Ensure communication equipment is accounted for and preventative maintenance conducted.


    
(2) Communication equipment maintenance will be performed on a weekly basis.

        
(3) Provide the necessary proficiency training to company personnel to ensure they can maintain, operate, and communicate properly with each piece of communications equipment used by this company.


     (4) Provide a net control station (NCS) for the tactical command post.

        
(5) Ensure required CMS material is available in sufficient quantity to maintain effective COMSEC during the operation.

        
(6) Coordinate with higher HQs concerning operating frequencies and communication policies, which could influence the operation.

      
(7) Ensure frequencies, call signs, and authentication

codes are provided to each subordinate unit as required.  Positive control measures will be employed to prevent unauthorized disclosure.


     (8) Install, operate, and maintain wire communications as required.

        
(9) Ensure communication is maintained throughout the mission.  Communication discrepancies will be expeditiously repaired.

        
(10) Ensure radio batteries are turned into the communication company battery NCO for proper disposal.

2.  Phonetic Alphabet.  For identifying any letter of the alphabet, the standard phonetic alphabet will be used as follows:

A
 ALPHA   J 
JULIET       S 
SIERRA

B
 BRAVO   K 
KILO 
   T 
TANGO

C
 CHARLIE L 
LIMA         U 
UNIFORM

D
 DELTA   M
MIKE         V 
VICTOR

E
 ECHO    N
NOVEMBER     W 
WHISKEY

F
 FOXTROT O 
OSCAR        X 
X-RAY

G
 GOLF    P 
PAPA
        Y 
YANKEE

H
 HOTEL   Q 
QUEBEC       Z 
ZULU

I
 INDIA   R
 ROMEO

COMMAND AND CONTROL SYSTEMS

1.  Pro-words.  Pronounceable words or phrases with an assigned meaning, used to expedite communications on both radio and telephone circuits.  Pro-words possess no security value and are considered plain language.  MPs will be familiar with and utilize pro-words at all times to decrease transmission time and ensure nets do not become crowded with low-priority traffic.  The following are some of the most commonly used pro-words:

a. ALL AFTER: The portion of the message to which I have reference is all which follows.

b. ALL BEFORE:  The portion of the message to which I have reference is all that which proceeds.

c. BREAK:  Indicates the separation of the text from other portions of the message.

d. FIGURES:  Numerals or numbers to follow.

e. I READ BACK:  The following is my response to your instructions to read back.

f. THIS IS:  This transmission is from the station that is identifying itself.

g. UNKNOWN STATION:  The identity of the station with whom I am attempting to establish communications is unknown.

h. WAIT:  I must pause for a few seconds.

i. OUT:  This is the end of my transmission to you and no answer is required or expected.

j. OVER:  This is the end of my transmission to you and respond as necessary.

k. ROGER:  I have received your last transmission satisfactorily.

l. SAY AGAIN:  Repeat (never use "repeat", as this may be confused with the same call for fire command by the net controller for a fire mission) all or part of your last transmission.

m. SILENCE:  Cease transmission immediately.  Silence will be maintained until instructed to resume.

n. SILENCE LIFTED:  Resume normal transmissions.  Silence can be only be lifted by the imposing station or higher authority.

o. I SPELL:  I will spell the following word phonetically.

2.  Circuit Discipline.  Discipline on the radio is important to the success of the mission.  The following rules and regulation must be adhered to while operating on a radio.

a.  No transmission shall be made that has not been authorized by proper authority.


b.  No violations of imposed radio silence.


c.  No unofficial conversations between operators.


d.  No excessive tuning or testing.


e.  No transmitting operator's personal call sign or name.


f.  No unauthorized use of plain language.


g.  No use of other than authorized pro-words.


h.  No profane, indecent or obscene language.


i.  All messages will be written down prior to transmission (tempo depending).

    
j.  Transmission will be kept to the minimum possible length.

     k.  Prior to transmission, operators will listen to the net traffic to ensure their transmissions do not interfere with other station's transmissions.

PREVENTATIVE MEASURES

1.  General.  The following tactical measures should be taken in consideration when transmitting or receiving on radio nets.

a.  Keep radio transmissions to a minimum.

b. Use pro-words as much as possible






c. Use alternate means of communication when possible.


d.  Use Cryptographic equipment and fills to secure transmissions.

    
e.  Change frequencies, call signs, and operation codes daily.

    
f.  Use an encryption sheet to pass potentially compromising information over uncovered nets.  Such information might be grid coordinates, casualties, and time of attack.

    
g.  Conduct authentication procedures.

Authentication and Encryption

1.  General.  Authentication is the means by which a station may establish its authenticity.  Authentication systems are designed to protect communication systems against fraudulent transmission, enable transmitting stations to distinguish between authentic and bogus stations.  Message authentication will be used routinely on all NON-SECURE circuits.  Encryption is a means of coding messages decipherable only by individuals with an ACOI.

2.  When to Authenticate.  

    
a.  Any station suspects imitative deception on any circuit.  Authentication may be advisable on encrypted circuits to ensure a message has not been falsified.

    
b.  Challenged to authenticate.

    
c.  Directing radio silence or breaking radio silence.  Radio silence will not be broken just to authenticate.

    
d.   Transmitting operating instructions which affect the military situation.

3. Authentication and Encryption Procedure.

    
a.  Challenge and replay authentication. 

        
(1) A challenge consists of two letters randomly selected.  The first letter would be found on the set indicator column (far left), and the second letter would be found to the right of the first letter somewhere in the line.  

        
(2) The reply to the challenge is the code letter found directly under the second letter of the challenge.

        
(3) If there is no line under the challenge letter, go back to the top of the chart and use the first line.

        
(4) EXAMPLE:




F                  
MHU
RDX
SIO
JPK




G
               FYT
KLO
NBU
SAW




O3J, this is S4M over.




S4M, this is O3J, authenticate "FO". over.




O3J, this is S4M, I authenticate "U", over.




S4M, this is O3J, roger, send your traffic over.

Remedial Actions

1.  Procedures for Remedial Action.  If an MP experiences interference on the net, he will:

    
a.  Not assume the station is the target of hostile electronic warfare.  The first action conducted should be to remove the radio antenna.  If the problem does not continue, the radio operator may assume that the station is being effected by electronic warfare.

    
b.  Not announce or indicate he believes he is being jammed.

    
c.  Keep operating, but speak slowly and authenticate all stations.

    
d.  Send high precedence traffic on another net, but also continue operating on the jammed net.

    
e.  Use alternate frequency as a last resort.

    
f.  Submit a TUFT report via a secure net.

        
(1) TUFT Report.  This is the format for a Meaconing, Intrusion, Jamming, and Interference Report (MIJI) used to inform higher authority when experiencing interference.




T  Time of interference



     U  Unit affected



     F  Frequency(s) affected



     T  Type of interference (jamming, imitative 

deception)

2.   Bead window.   Routine conversations on none secure circuits are lucrative sources of information to the enemy.  Certain information is more sensitive than others.  Essential Elements of Friend Information (EEFI) are specific items of information which could degrade the security of military operations.  The BEADWINDOW procedure is a method used to warn users on none secure circuits that they are divulging or about to divulge sensitive information.

  
a.  Every effort must be made to avoid disclosure of EEFI's over unsecured circuits.

     
(1) Radio operators will be familiar with BEADWINDOW procedures.



(2) A copy of EEFI's will be posted near all uncovered radio circuits.

Bead Window Procedure.

1.  BEADWINDOW reports will be immediately issued by the net control station (NCS) or any station detecting the disclosure of EEFI's on an unsecured radio circuit.

2.  The NCS/station monitors/detects a station disclosing EEFI's.

a. The NCS/station immediately makes the following transmission:  "(call sign of disclosing station) THIS IS (call sign of reporting station), BEADWINDOW ZERO ONE.  OVER".

    
b. The disclosing station replies:  "(reporting station call sign) THIS IS (disclosing station call sign) ROGER, OUT."

    
c. There is no discussion of the BEADWINDOWS infraction over an unsecured circuit.  If it is necessary to discuss the infraction, it will be done over a secure circuit.

3.  Current EEFIs.

    
a.  Friendly or enemy positions.   Movement or intended position movement.  Position, course, speed, altitude, or destination of any air, sea, or ground unit.

    
b.  Friendly or enemy capabilities or limitations:  Capabilities composition or identity.  Capabilities, limitations, or significant casualties to special equipment.  Weapons systems, sensors, unit or personnel.  Percentages of fuel/ammunition remaining.

    
c.
 Friendly or enemy operations, intentions, progress, or operational results:  Information pertaining to assault objectives, mission participants, or logistical intentions.

    
d.
 Friendly or enemy intentions, progress, results, or reports concerning electronic warfare or counter measures.

    
e.
 Friendly or enemy key personnel:  Movement, location, identity of flag officers, distinguished visitors, etc..

    
f.
 Friendly or enemy COMSEC procedures:  Linkage of codes or code words with plain language.  Compromise of changing frequencies or line numbers.  Compromise of encrypted/classified call signs.  Incorrect authentication procedures.

    
g.  Inappropriate transmissions:  Other information transmitted over a circuit requiring greater security protection. 

4.  Gingerbread.  A procedural term used to warn net operators that enemy forces are attempting net intrusion through ICD.  This procedure may also be used to if the situation warrants (i.e. crypto gear has been reported stolen, lost or captured).

Gingerbread Procedures.

1.  GINGERBREAD is the term used to warn net operators that enemy forces are attempting net intrusion through ICD.

2.  Enemy radio operators can be exceptionally adept at entering our circuits.  Radio operators/supervisors must be constantly alert for signs of ICD. 

3.  When an operator suspects intrusion or irregularities in net procedures, the operators will:

a. Announce "GINGERBREAD" on the net. 

b. Use authentication to verify the authenticity of stations passing/receiving on the net, especially for messages which are directive in nature.

c. Make an appropriate logbook entry.

d. Notify the watch supervisor and the S-6 immediately.

4.  Covered voice radio circuits are usually exempt from the "GINGERBREAD" procedures.  However, "GINGERBREAD" procedures may be used if the situation warrants i.e., crypto gear has been reported stolen, lost, or captured.

Communications Equipment

1.  General.  To familiarize Marines with the capabilities and applications of communications gear by establishing step by step instructions for operating and maintaining gear.  See APPENDIX H Communications Equipment.

2.  AN/PRC-119.  Man-packed VHF SINCARS radio.

Frequency Range:
30.000 - 87.975 MHz

Channels:


2320

Channel Bandwidth: 
25 - kHz increments

Preset Channels:
Six plus CUE and Manual frequency settings

Operating Modes:  
Cipher / Plain Text / Data / Frequency Hopping

Operating Range:
5-10 Kilometers or 3-5 Miles

RF Power Output:
Four variable settings:  500 MW / 160 MW / 4 W / 50 W

Power Source:

BA-5590


   
a.  SL-3 Components:


       
Man pack antenna, AS 3683


      
Receiver-transmitter, RT-1523B


   
    
Handset, H-250



     Battery box, CY-8523A



     Battery, BA-5590



     ALICE pack


   
    
Man pack antenna, AS-4266


   
b.  Set-up procedures:



  
(1) Clean all connection surfaces.



     (2) Open battery cover, and insert BA-5590 battery.  Re-secure battery cover.



     (3) Unscrew antenna cover, and screw in desired antenna.



     (4) Push H-250 handset onto one of the handset sockets.


   
c.  Trouble Shooting:  



   
(1) Clean all connectors with eraser.



     (2) Check battery life.

    

  
(3) Check tightness of all connections.



     (4) Check LOS to nearest radio for obstructions/out of range?

3.  AN/VRC-88.  AN/VRC-88 is mounted in a vehicle mount with a powered antenna.

Frequency Range:
  
30.000 - 87.975 MHz

Channels:


  
2320

Channel Bandwidth: 

25 - kHz increments


Preset Channels:   
Six plus CUE and Manual frequency settings

Operating Modes:
Cipher / Plain Text / Data / Frequency Hopping

Operating Range:
  
10-40 km with amplifier

RF Power Output:
Four variable settings:  500 MW / 160 MW / 4 W / 50 W

Power Source:

  
Vehicle power


   
a.  SL-3 Components:


       
Vehicular antenna AS-3900 series



     Loudspeaker LS-671/U



     Receiver/transmitter RT-1523 (C)/U



     Control-monitor (optional)



     CVC helmet VIC-2 (Optional)


       
Handset H-250/U



     Amplifier-adapter



     Alternate loudspeaker LS-671/U



     Mounting base MT-6352/VRC



     Cable assembly, special purpose electrical W-4



     Cable assembly, radio frequency CG-3855/VRC



     Cable assembly, special purpose electrical W-2



     Carrying case, radio



     Antenna, man pack AS-3683/PRC



     Battery box CY-8523A/PRC

   
b.  Set-up procedures:

(1) Insert R/T into mounting bracket, connecting sockets.



     (2) Mount amplifier-adapter in the mounting base.

(3) Attach W-4 cable from R/T to amplifier-adapter.



     (4) Install loudspeaker on mounting bracket.



     (5) Connect CG-3855 cable to antenna lead.



     (6) Install handset/CVC helmet/earphones.



     (7) Install antenna. 

   
c.  Trouble Shooting.  See AN/PRC-119. 

4.  AN/MRC-145:  Twin boosted VHF radio mounts with an SL-3 M-1038 HMMWV.

Frequency Range:
30.000 - 87.975 MHz

Channels:




  2320

Channel Bandwidth: 
25 - kHz increments

Preset Channels:
Six plus CUE and Manual frequency settings

Operating Modes:
Cipher / Plain Text / Data / Frequency Hopping

Operating Range:
10-40 km

RF Power Output:
Four variable settings:  500 MW / 160 MW / 4 W / 50 W

Power Source:

Vehicle power


   
a.  SL-3 Components:



      Two (2) Vehicular antenna AS-3900 series



      Loudspeaker LS-671/U



      Two (2) Receiver/Transmitter RT-1523 (C)/U



      Control-Monitor (optional)



      CVC Helmet VIC-2 (Optional)



      Handset H-250/U



      Amplifier-adapter



      Power amplifiers AM-7238



      Alternate loudspeaker LS-671/U



      Mounting Base MT-6352/VRC

Two (2) Cable assembly, special purpose electrical W-4

Two (2) Cable assembly, radio frequency CG-3855/VRC

Two (2) Cable assembly, special purpose electrical W-2

b.  Set-up procedures:



(1) Insert R/Ts into mounting brackets, connecting sockets.



(2) Mount amplifier-adapters in the mounting base.



(3) Attach W-4 cable from R/T to amplifier-adapter.



(4) Mount one power amplifier into amplifier adaptor, one into the power amplifier mount.



(5) Install loudspeakers on mounting bracket.



(6) Connect both CG-3855 cable to antenna lead.



(7) Install handset/CVC helmet/earphones.



(8) Install antennas. 

5.  AN/GRA-39.  Provides the capability of remotely controlling a radio set up to a distance of two (2) miles, using standard field wire.  The AN/GRA-39 provides three types of operations: telephone communications between the remote and local control unit operators, radio transmission and reception from the remote control position, as well as a buzzer system to alert one another.

a.  SL-3 Components.  


     C-2328     Remote control unit


     C-2329
   Local control unit


     H-250
    Handset


     CW-598
   Carrying bag, cotton


     Sling,   carrying (2) Canvas strips

b.  Setup



(1) Install 6 BA-3030 (D-cell batteries) in the local unit.



(2) Install 6 BA-3030 in the remote unit.



(3) Connect the remote unit to the local unit using standard field wire.



(4) Connect the remote unit to the AN/PRC-119 with the audio connector from the remote unit to the audio connector on the AN/PRC-119.



(5) Turn "ON" the remote and the local unit.



(6) Attempt a line check with the radio operator at each end.



(7) Attempt a radio check on the net.

c.  Troubleshooting



(1) Ensure the common field wire is connected at both ends.



(2) Clean audio connectors on the AN/PRC-119, local unit and remote unit.



(3) Ensure all connectors are properly connected.



(4) Ensure both units are "ON".



(5) Ensure batteries are not dead.  Listen for side tone in handset.

        
(6) Spin batteries in bottom of both units if batteries are new.

6.  OE-254.  Long range field antenna.

7.  AN/PIQ-5.  Portable public address system which permits amplifying the human voice sufficiently so that commands or instructions may be understood by personnel over distances too far for the unaided voice to be understood, or in locations where noise interferes with message intelligibility.  Commonly known as a bullhorn.

  
a.  SL-3 Components


      Bullhorn


      Carrying Case


      Hand microphone with cable connected to bullhorn.

    
b.  Setup procedures.



(1) Install ten (10) BA-3030 batteries into the back of the AN/PIQ-5 by taking the back plate off and following the instructions on the inside of the plate.



(2) Replace the back plate.



(3) Depress the trigger switch in the handle or push the button on the hand microphone.



(4) Adjust the volume.  The volume button is located on the hand microphone.

c.  Troubleshooting.



(1) Ensure batteries are installed correctly.



(2) Ensure volume is high enough.



(3) Replace batteries if needed.

8.  TA-312.  A two-wire, battery operated field telephone.  It can be used in a series with other TA-312s ("gun loop"), TA-312 to TA-312 to switchboard.

    
a.  SL-3 Components.

        
TA-312

        
Carrying Case

        
Strap, Cotton Web

b.  Setup Procedures.



(1) Open the battery compartment cover and latch positioned on the top and in the middle of the phone.

        
(2) Install two BA-3030 batteries.



(3) Close the battery compartment cover and latch.



(4) Ensure the internal-external switch is in the proper position.  Internal is BA-3030 power, external is for an outside power source.



(5) Connect the line binding posts with common field wire that is connected to another phone or a switchboard.



(6) Turn the hand generator positioned on the side at least six (6) times. This sends a signal to the other piece of equipment (TA-312, Switchboard) at the other end of the common field wire.



(7) Pick up the handset and press the push-to-talk button and attempt to talk.

   
c.  Troubleshooting.



(1) Ensure batteries are good by listening for side tone in handset.



(2) Ensure one battery is facing up and one battery is facing down.



(3) Change batteries if they are bad.



(4) Ensure line-binding posts are connected to the common field wire.



(5) Ensure the external-internal switch is in the correct position.

APPENDIX:

H – Communications Equipment

Reports

                                                                              1.  General.  Reports are given by Marines on patrol or operations to higher headquarters in order to give the commander a clear picture of the battlefield.

2.  Procedure.

    
a.  All reports will be completed using enclosed appendices.

    
b.  Route related reports will only be transmitted by radio when the report information has time priority.  All route report information (whether transmitted or not) will be submitted in written format to the MP tactical command post.

    
c.  All reports broadcast over the MP TACNET will be given priority over other routine traffic by the net controller.

    
d.  NBC reports will be assigned FLASH precedence and immediately reported to the next higher command.

Report occasions and remarks:

REPORT           OCCASION         REPORT TO        REMARKS              

	SPOT REP
	Enemy contact
	MP CP
	NA

	SALUTE REP
	Sighting enemy
	MP CP
	NA

	MEDEVAC REQ.
	Wounded/sick peers.
	MP CP
	Prioritize by casualty

	ROUTE REPs (incl. all route reports)
	Mission vital route information
	MP CP
	Report as necessary and submit written

	NBC ONE REP
	NBC attack
	MP CP or any net
	FLASH precedence!

	EPW REPORT
	Daily
	Via MP CP to RAOC
	NA

	ENEMY DEMO REP
	Sighting enemy demo
	MP CP
	Radio immediately

	PERSONNEL REP
	Daily/on order
	Via MP CP to HQ
	Always routine

	SUPPLY REQ
	As necessary
	MP CP
	Standard routine

	MINEFIELD REP
	Sighting minefield
	MP CP
	Incl. diagram in detail


APPENDIX:

I - Reports

FIRE SUPPORT

Introduction

1.  Purpose.  To establish procedures for calling for and adjusting indirect mortar, artillery fire, naval gunfire, fixed wing close air support, and rotary winged close air support (RWCAS).

2.  General.  MPs may call for and adjust indirect fires in support of the rear area security effort of the CSSE and are the RAOC's primary forward observer (FO) capability.

3.  Assumptions.

    
a.  The Rear Area Operations Center (RAOC) will determine what on-call assets are available for use in the Force Combat Services Support Area (FCSSA).

    
b.  The RAOC will promulgate specific procedures for requesting in-direct fire, fixed wing CAS, and rotary wing CAS (RWCAS); further, the RAOC will be the primary agency in which MPs maintain the capability to request and coordinate fire support as forward observers.

4.  Tasks Common to Indirect Fire Support and RWCAS.  The senior MP will:

    
a.  Ensure all fire support coordination measures are portrayed as an overlay in the tactical CP station.

    
b.  Ensure range fans for mortars and strip alert times for RWCAS are displayed as an overlay situation board.

    
c.  Maintain continuous radio or landline capability with the FDC at the RAOC.  Ideally, proper communication would be routed from the individual MP to the Senior MP to the RAOC to the AO to the DASC (Direct Air Support Center) for aviation support.  However, in a desperate situation and with the proper communication assets, the individual MP could speak directly with the AO or DASC.  To request artillery support, ideally proper communication would be routed from the individual MP to the Senior MP or FSC (RAOC) to mortar section.  Like with aviation, in a desperate situation, the individual MP could speak directly to the mortar section.

    
d.  Serve as a conduit to the RAOC for MP field units acting as FOs or FACs.

    
e.  Plan all MP missions taking available fire support and fire support coordination measures into account, ensuring all suspected, likely or known enemy positions are targeted.

    
f.  Patrolling/operating subordinate MP unit leaders will:


  
(1) Maintain contact with the MP Tactical CP.


   
(2) Know the call signs and frequencies for the RAOC and RWCAS units.


   
(3) Maintain continuous awareness of their location.

Indirect Fire

1.  General.  The standard format for calling for and adjusting indirect fire is a simple, six paragraph format.  The MP will act as the FO, passing messages through the MP Commander or MP Liaison Officer (in RAOC).

2.  Determining Direction to a Target (Most reliable to least).

    
a.  Using a compass.  Using an M2 or lensatic compass, an MP can measure direction.  MPs will utilize this method more frequently than other methods of determining direction.

    
b.  Scaling from a map.  Using a protractor or an observed fire fan (OF Fan), the MP can scale direction from a map to an accuracy of 10 mils.

    
c.  Measuring from a reference point.  Using a reference point with a known direction, the MP can measure the angle between the reference point and his target and ADD/SUBTRACT the measured angle TO/FROM the known direction to determine the direction to the target.  The angle between the reference point and the target can be measured with binoculars or with the hand measurement technique.

    
d.  Estimating.  With a thorough terrain-map analysis, the MP can estimate direction by visualizing the eight cardinal directions (N, NE, E, SE, S, SW, W, NW).

    
e.  Estimating Angles in Mils with the Hand.  Placing one's outstretched arm in a horizontal position front of them, manipulate one's hand and fingers to estimate mils.  

3.  Range Spotting.  The observer determines where the round landed in relation to the target and the OT line.

    
a.  Over (+).  The round impacts beyond the targeting relation to the Observer.

    
b.  Short (-).  The round impacts between the target and the Observer. 

    
c.  Range Correct (RC).  The round hits or an effect on the target.

    
d.  Doubtful (?).  The observer cannot determine whether the round was over or short (usually because the round was too far left or right of the target).  DO NOT MAKE RANGE CORRECTIONS FOR DOUBTFUL SPOTTINGS.

    
e.  Lost.  Location of round cannot be determined by sight or sound.

    
f.  Unobserved.  The round could be heard but not seen. 

4.  Deviations Spotting.  Mil angle (left or right) that the round landed from the target.  Example:  The observer notes a round has impacted 50 mils to the left and 200 meters beyond the target.  His spotting would be "Left 50, Drop 200 Over".

5.  Corrections.  After spotting have been made, the observer converts them into corrections, which are transmitted to the FDC (RAOC).  The order in which corrections are sent is the reverse of the order in which spotting were made; that is deviation spotting (in mils) X OT factor.

    
a.  Bracketing.  Used when danger close is not in effect; establish range, then Add/Drop.


 
(1)  Establish range bracket (one round over the target, one round short of the target) as soon as possible.


   
(2)  Initial range correction should be Add/Drop 100, 200, 400 or 800.  This will ensure even splits on subsequent corrections

        
(3)  Successively split bracket by alternating Add/Drop corrections until adjusting round is within 100 meters (over or short) of the target.


   
(4)  Split the 100-meter bracket by announcing "ADD/DROP 50, Fire for effect".

    
b.  Creeping.  Used only during danger close missions.  Range changes are made by "creeping" rounds toward the target with corrections of 100 meters or less.

Close Air Support

1.  Close Air Support (CAS).  Air action against hostile targets which are in close proximity to friendly forces and which require detailed integration of each mission with the fire and movement of those forces.   The two types of CAS available are  fixed and rotary wing.  However the most common form utilized in MP operations will be rotary wing.  

    
a.  Types of rotary wing support.  UH-1N Huey and AH1W Cobra Helicopter.

    
b.  Types of fixed wing support.  AV8B Harrier, F/A18 Hornet, A6 Intruder, and F14 Tomcat.

2.  Requesting Air Support.  Close air support can be requested by using the joint tactical air strike request (JTAR).  When requesting air support, the ground commander should consider following:

    
a.  Air request.  Close air support is based on availability and only provided to a unit that requests it.  The first step in requesting air support would be to contact the senior MP.

    
b.  Target description.  An accurate and detailed target description will allow the ACE to load the optimum ordinance load and plan for the most advantageous delivery technique.  Should it be necessary to relay a precise grid coordinate, ensure that the proper hundred thousand meter designator is used.  This can be located within your map legend.

    
c.  Desired result.  The effect on target is one of the most important elements in mission planning.  The desired result determines the numbers of aircraft and sorties.

     
(1) Neutralization.  Target is rendered ineffective for a specific length of time.


   
(2) Destruction.  Target is rendered ineffective.

Tactical Employment

1.  The Senior MP may:

    
a.  Submit a list of targets, in accordance with the mission fire support plan and the subordinate unit leader, to the FSC.

    
b.  Ensure the operations order for each mission includes a target list of approved targets.

    
c.  Ensure all targets on the target list are placed on patrol overlays and all continuous targets are placed on the MP detachment overlay.

    
d.  Act as the COF net relay from the subordinate unit leader to the RAOC.

2.  The Patrol/Operating Subordinate Unit Leader will:

    
a.  Submit a list of targets to the senior MP after conducting METT-TSL and a map reconnaissance for each mission.

    
b.  Maintain one pair of military binoculars with range inlays.

    
c.  Be able to call for and adjust fire in accordance with the enclosed format.

APPENDIX:

J – FIRE SUPPORT

INJURY PREVENTION AND TREATMENT

Introduction

1.  Purpose.  To establish general hygiene and leadership

guidance in the prevention and treatment of injuries associated with field/tactical operations.  In NO way is this section intended to replace or prevent Marines from being seen by a medical officer or corpsman.

2.  General.  Practicing good daily hygiene in a field environment helps to reduce the chance of transmitting many communicable diseases, and helps maintain the individual Marine’s health and combat effectiveness.  In most cases when trauma or medical emergency has occurred, taking prompt action can lessen the effects of an injury and/or save the life of a fellow Marine.

Policy

1.  Water Consumption.  The amount of water consumed by the 

individual Marines will vary with the temperature, degree of physical exertion, and the acclimation of the Marine.  This understood it is incumbent on each Marine to ensure they consume adequate amounts of water.  Marines should monitor their urine flow.  A clear urine stream indicates adequate water intake.  A dark yellow stream indicates water intake must increase (dehydration).

2. Personal Hygiene.  Each Marine will clean their bodies, shave, and change under clothing daily.  Hands will be washed prior to eating or handling food.  Proper foot care is crucial.  Socks will be changed daily, more recently if wet weather conditions are present.

3.  Leadership.

 
a. Leaders at all levels will proactively monitor and

enforce water consumption and personal hygiene habits.

    
b. Daily hygiene inspections will be conducted at the platoon sergeant/squad leader level. Discrepancies will be promptly referred to a corpsman/ medical officer, and reported to the senior MP.

    
c.  Each Marine will carry a functional first aid pouch.  Replacement items should be requested via the chain of command.  It is the squad leader/fire team leaders’ responsibility to ensure their Marines have all necessary gear.

Life Saving Steps

1.  Life Saving Steps:

    
a.  Restore the Breathing.

    

(1) Place casualty on back and loosen clothing.

   

(2) Quickly clear mouth and throat of obstructions. 

Ensure tongue is not blocking throat.

        
(3) Use the head-tilt method to open airway.  Place one hand on the forehead and one hand just below the chin.  Push back on the forehead, and lift up on the chin.

        
(4) Start artificial respiration if the casualty is NOT breathing.

    
b.  Stop the Bleeding.

(1) Apply pressure to the wound with the first aid

bandage.

   

(2) Elevate the wound if bleeding continues.  Do not remove dressings if the blood seeps through.  Apply a second dressing over the first.

        
(3) With a severe wound where blood is spurting or loss of a limb, a tourniquet should be applied between the wound and the heart.  Note the time the tourniquet is applied, and only a qualified medical officer should remove it.  Place a “T” on the casualty’s forehead to indicate a tourniquet has been applied.

        
(4) Leave the tourniquet fully exposed so medical personnel can see a tourniquet has been applied.

    
c.  Protect the Wound.  Do not try to clean the wound.  Apply the casualty’s dressing.  Use the tails of the dressing to apply pressure over the entire wound.

    
d.  Prevent/Treat for Shock.

        
(1) Make the Marine comfortable by loosening clothing and belt, and handle gently.

(2) Elevate the legs to circulate blood to the brain 

unless there is a head or chest injury.


        
(3) Splint fractures before moving.

   

(4) Keep warm by wrapping casualty in poncho or blanket.

   

(5) Do not give the casualty food or drink.

   

(6) If unconscious, role on one side to prevent the

casualty from choking.

Types of Wounds

1.  Chest Wound.  Air allowed to enter the chest cavity could cause the lungs to collapse.  Prevent this by placing a plastic or foil seal over the wound and tape or secure three sides.  Place a dressing over the seal and treat for shock.  Medevac immediately.

2.  Belly Wound.  Cover the wound and protruding organs with a dressing.  Do NOT attempt to replace the intestines, moisten the dressing, or bind the dressing to tight.  Give the casualty nothing to eat or drink.  Make the casualty as comfortable as possible and treat for shock.  Medevac immediately.

3.  Jaw Wound.  Remove broken teeth, pieces of bone, and false teeth from mouth and throat.  Apply a dressing on the wound being careful not to block the mouth.  Make the casualty comfortable, treat for shock, and watch for breathing difficulties.

4.  Head Wound.  Suspect a head wound if casualty is or has been unconscious, has blood or other fluid coming from ears or nose, has slow pulse or headache, is vomiting, has had convulsions, or is breathing slowly.  Do NOT place in the shock position.  Allow the casualty to lie down with head turned to one side to prevent choking.  Keep head elevated at a 45-degree angle.

5. Burns.

a. First or second-degree burns of small skin areas should be covered with a sterile dressing.  If none are available, leave uncovered.  Burns covering over 20% of the body, or the face, hands, feet, or genitals Medevac immediately.

 
b. For third degree burns (blistered, charred, or covering

large portions of the body) infection and shock should be prevented.  Examine and relieve any respiratory distress.  Cover with a wet sterile dressing.  Do not remove burned pieces of clothing; break blisters, or put grease or ointment on the burns.  Treat for shock and medevac immediately.

6.  Fractures.  Tenderness over the injury with pain on movement, inability to move injured part, unnatural shape, swelling, and/or discoloration of the skin are all signs of a fracture.  Handle with care, treat for shock, and prevent further injury.  If there is a wound, treat the wound.  If possible do not move.  If the casualty has to be moved, apply a splint.  The splint should be tied above and below the injury to prevent the injured area from moving.  Ensure the splint is not so tight as to prevent circulation.  Medevac immediately.

7.  Broken Back.  Suspect a back injury if the casualty has no feeling in their legs.  Be careful not to move the casualty because bone fragments could sever the spinal cord.  Place a small roll under the arch of the back to give support.  If the casualty must be moved, use a litter.  Carefully role to one side and slide the litter underneath keeping the back and neck straight.  If the casualty is face down, put him on the litter that way.  Medevac immediately.

8.  Broken Neck.  Extremely Dangerous!  Inform the casualty to keep his head still.  Use sandbags or packs to immobilize the head.  Do not attempt to move head or neck.  If the casualty must be moved, use a stiff litter.  One person should support the head while others move him.  Medevac immediately.

Heat Injuries.  

1. Heat injuries are almost always disabling and sometimes fatal.  They occur when water and salt, lost in sweat, and are not replaced.  Heat injuries are likely to occur in individuals who are over-weight, have fever, use alcohol, have diarrhea, and those who are not accustomed to the heat.  Leadership and self-discipline will help to prevent heat casualties.

2.  Heat Cramps.  Cramps occur in the stomach, legs and arms.  Have the victim drink one canteen of water, move to the shade, and loosen clothing.  Increase water intake over the next 12 hours.

3.  Heat Exhaustion.  Casualty may have a headache, be dizzy, faint and weak.  He will be sweating and his skin will be moist and cool.  Move the casualty to a shaded area, loosen clothing, and raise feet.  If conscious and not nauseous, allow him to drink water.  Get help from corpsman.

4.  Heat Stroke.  Extremely dangerous.  Left untreated the casualty could die.  An early sign of heat stroke is the casualty stops sweating.  Body temperature becomes very high, and the casualty may have a headache, become dizzy, delirious or unconscious.  Move the casualty to a shaded area, remove clothing, and immerse/douse in cold water.  Continue to pour water over the casualty and fan.  Immediately evacuate to a medical facility.

Cold Injuries.  

1. Cold injuries occur when the body loses too much heat too rapidly.  If the body tissue actually freezes, frostbite occurs.  If body heat is lost because the body is wet, trench foot or immersion foot, depending on the temperature, occurs.  The results are the same; loss of fingers, toes, feet, ears, etc.

2.  Frostbite.  Most easily frostbitten are the cheeks, nose, ears, chin, forehead, wrist, hands, and feet.  Frostbite may involve only the skin or extend below.  For this reason, treatment varies.  Deep frostbite is more serious and treated differently.  Skin is white, stiff, and numb rather then painful.  Marines must use buddy aide to watch one another.

a. First Aid for Frostbite of the Skin.

    

(1) Do not rub the frostbitten area or apply cold water soaks.

    

(2) Do not warm or re-warm the injured parts by massage or exposure to open fire.

         
(3) For parts of the face, cover the area with warm hands until pain returns.

(4) For hand, place next to skin under armpits.

(5) For feet, place under clothing and against the

belly of another Marine.

     b. Deep Frostbite.

    

(1) Get to medical treatment immediately.

    

(2) Do not attempt to thaw.  This increases the chance of infection, more damage, and gangrene.  There is less danger of walking on feet before thawing occurs.

3.  Snow Blindness.  Caused by the glare from an ice field or snowfield.  Is more likely to occur in hazy, cloudy weather than when the sun is shining.  Early sign of snow blindness is when the eyes become scratchy when the eyelids are closed.  Cover the Marines eyes completely and transport to a medical facility.

Miscellaneous Injuries

1.  Trench Foot.  Results from fairly long exposure to wet conditions generally at a temperature of 50 degrees.  If feet are inactive, the likelihood of developing trench foot is greater.  There may be tingling, aching, cramping pain, and numbness.  Prolonged and severe exposure causes swelling which prohibits circulation.  Keep feet dry, use foot powder, and change socks often.  Avoid walking and seek medical treatment.

2.  Immersion Foot.  Similar to trench foot except for the cause.  Results from immersion of feet in water or constant wetness for a prolonged period usually more than 12 hours.  Develops quicker when the temperature is below 50 degrees.  Immersion foot causes the soles of the feet to wrinkle and turn white causing pain when walking.  Other parts of the body can be affected.  Keep feet dry, use foot powder, and change socks often.  Avoid walking and seek medical attention.

3.  Unconsciousness.  Attempt to determine the cause of injury.  Move to a shaded area, loosen clothing, and ensure the airway remains open.  If a Marine feels faint, have him sit down and place his head between his feet to increase blood circulation to the head. Seek medical attention.

4.  Foreign Object in the Eye.  Do not rub the eye.  Tearing will normally remove the object.  If not, pull the eyelid down, and use the corner of a clean, moist handkerchief.  If the object is glass or metal, cover both eyes and transport to a medical facility.

22.  Snakebite.

   
a.  Reassure the casualty to remain calm.  Position the bitten area below the heart.

 
b.  If the bite is on a limb, place a lightly constricting

band 2-4 inches above the bite.  The idea is to stop circulation on the surface of the skin, not arterial circulation.  Do not attempt to cut the bite and suck out the venom.

     c.  Remove jewelry from bitten limb.  Swelling could cause later removal to be difficult and painful.

     d.  Continue to reassure the casualty.  Do not give him alcohol or medication.

     e.  Transport the casualty for treatment or send someone for help.

     f.  Attempt to catch the snake or identify it without getting bitten yourself.

Preventative Care

1.  Care of Feet.  Prevention is the best first aid.  Keep clean, dry thoroughly between toes, use foot powder twice a day, and change socks daily.  Do not cut a corn or callus.  Keep toenails clean, short and cut straight across.  If a blister develops, wash area with soap and water.  Using a sterile needle, open the blister at the lower edge.

2.  Morphine.  Morphine is the most effective pain-killing drug.  Extreme care must be taken when morphine is administered because death could occur.  The adult dosage is 8-16 mg and should not be repeated more than twice (and then more then four hours apart).  Administer in a large muscle.  After injection, massage the area.  The letter “M” and time should be written on the Marines head.  Attach the bent needle, in plain view, on the breast pocket.  Do not administer morphine if:

     a.  Head injury.

     b.  Chest injury.

     c.  Throat, nasal, or jaw wound where blood might obstruct the airway.

     d.  Massive hemorrhage.

     e.  Respiratory impairment.

     f.  Evidence of severe or deepening shock.

     g.  Loss of consciousness.

Priority of Treatment and Evacuation.

1.  Highest priority (Must be treated first and transported immediately):

 
a. Airway and breathing difficulty.

b. Cardiac Arrest.

    
c. Uncontrolled or suspected severe hidden bleeding.

d. Open chest or abdominal wound.

e. Severe head injury or evidence of brain damage.

f. Several medical problems.

2.  Second Priority (Transportation and medical treatment can be delayed):

 
a. Burns without complications.

b. Major or multiple fractures.

d. Back injuries with or without spinal damage.

3.  Lowest priority (To be transported or treated last):

 
a. Minor fractures or other injuries minor in nature.

    
b. Obviously mortal wounds where death is apparent.

    
c. Obviously dead.
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