SUPPORT FOR ANTITERROISM/FORCE PROTECTION OPERATIONS


ANTITERRORISM/ FORCE PROTECTION

Introduction

1.  General.  The inherent MP capabilities contribute to improving a unit’s AT/FP posture.  With the ever-changing enemy and environmental situation, military police advise the commander of the probable impact a course of action has in regards to AT/FP.  Military Police conduct vulnerability assessments to identify command areas that are vulnerable to terrorist attack.  These assessments and the criminal and tactical information gathered by the military police, military police investigators (MPI), and the Naval Criminal Investigative Service (NCIS) assists in the development of a AT/FP plan that is dedicated to safeguarding personnel and property.  Military police also function as a training cadre to provide necessary and required AT/FP training.  

AT/FP Roles

1.  Planning.  Comprehensive AT/FP plans must be developed and implemented to provide maximum personnel and asset protection.  These plans must clearly describe AT/FP operational responsibilities for permanently or temporarily assigned units and individuals.  Memorandums of agreement are established to coordinate response to security threats and medical emergencies.  These agreements also cover communications interference with cooperating agencies, intelligence sharing, and other mutual physical security and loss prevention issues.  Memorandums of agreement must be reviewed, updated and exercised periodically.  The MAGTF AT/FP officer serves as an advisor to assist the commander in meeting and planning for AT/FP requirement.

   
a.  Military police assist AT/FP planning by:

       
(1) Assisting in the development of AT/FP plans for permanent and temporary operations and exercises.

        
(2) Providing recommendations for specific measures and actions to be taken for each force protection condition (FPCON) level.

        
(3) Recommending procedures to collect and analyze threat information and threat capability.

        
(4) Assessing vulnerability to threat attacks.

        
(5) Implementing procedures to enhance AT/FP and for responding to threat incidents.

        
(6) Maintaining liaison with HN and foreign authorities.

3.  Assessments.  Assessments are essential to the development of an effective AT/FP plan.  Threat assessments form the basis for planning and justification of resource expenditures and contribute to planning and the establishment of specific THREATCON measures.  The Navy Antiterrorism Analysis Center prepares area threat assessments to provide the commanders with updated analysis of the threat in a particular AO.  The local threat assessment may also be obtained via the resident NCIS office.

    
a.  Vulnerability assessments provide the commander threat- based analysis and self-assessment tool to evaluate the unit’s vulnerability to terrorist attack.  In a tactical environment, vulnerability assessment enhance the AT/FP posture by improving

stationary asset security.  The more vulnerable a unit, the more attractive it becomes to terrorist.

    
b.  Vulnerabilities identified during assessment provide justification for establishing THREATCON measures and actions.  Prior to deployment, vulnerability assessment must be conducted to identify appropriate force protection measures and to reduce risk. 

    
c.  Military police reduces vulnerabilities to terrorist attack by:

        
(1) Focusing on those elements directly related to combating terrorism, to include preventing terrorist acts, and if prevention fails, limiting mass casualties.

        
(2) Identifying vulnerabilities that may be exploited by threat groups and recommending options to eliminate or reduce those vulnerabilities.

        
(3) Concentrating on areas identified by the commander as essential to mission accomplishment.

4.  Training.  A vital part of the commander’s force protection program, training and education are main factors in reducing the terrorist’s opportunity to target U.S. forces.  Training increases individual’s awareness and helps them to focus on prevention of terrorism.

    
a.  Deploying personnel must receive level I antiterrorism training within 6 months prior to deployment or travel overseas.  The AT/FP officers are responsible for coordinating and conducting level I training and may use local MPI, NCIS, or specially trained military police to increase the AT/FP awareness level of personnel.

    
b.  Integration of terrorist scenarios into unit-level training exercises provides practical application of terrorism awareness skills and serves to reinforce force protection readiness within the unit.  Military police assist in incorporating and coordinating scenarios that:

       
(1) Evaluate a unit’s ability to detect terrorist surveillance and targeting.

        
(2) Implement increased THREATCON security measures.


   
(3) Gauge the organization’s preparedness to respond to acts of terrorism and attack by traditional conventional forces.

5.  Protective Service Operations.  Commanders may task military police with protective service operations to reduce individual or group vulnerability to terrorist attack.  Military police provide personal security for key government leaders, flag officers, and equivalent civilian dignitaries.  Military police also coordinate and support host nation and foreign law enforcement protective servic4s operations.

6.  Crime Prevention and Physical Security.  Military police provide units in a combat environment with advice on crime prevention and physical security measures through a heightened degree of awareness.  In addition, military police are responsible for investigating and reporting criminal activities that will assist the commander in maintaining activities that will assist the commander in maintaining unit order and discipline.  Military police also proved commander with awareness programs, instruction and information on recognizing, countering, and preventing criminal and terrorist activities.

    
a.  Physical security is the protection of critical assets, such as headquarters elements and communication and control activities.

    
b.  Normally, MP involvement in physical security is limited to providing units advice for security in their AO.  When assisting in security enhancement planning, military police provide advice on the use of physical security equipment that may include:

Protective lighting.

Security containers.

Locking mechanisms.

Intrusion systems.

Personal identification.

Access control.

Movement control.

7.  Law and Order Operations.  Military police conduct law and order operations to provide the commanders with a lawful and orderly environment and to enhance the AT/FP posture.  As part of the force protection program, military police enforce laws, directives, and punitive regulations; conduct criminal and accident investigations; and control the civilian populace and resources in accordance with the commander’s directive.  

    
a.  Military Working Dog Support.  Special MWD capabilities significantly enhance the commander’s ability to protect forces and assets.  Although MWDs are normally garrison assets the commander can request MWD support for combat, combat support, and combat service support operations.  Dual-certified patrol  and explosive detector dogs give the commander the ability to:

(1) Detect explosives and tripwires.

     
(2) Bypass the enemy in bunkers and built-up areas.

     
(3) Conduct flight line security patrols, EPW control, perimeter patrols, and other appropriate measures.

Information Operations.  As a part of the AT/FP program,

military police and CID or NCIS collect, analyze, and interpret criminal and law enforcement information, which plays an important part in the commander’s intelligence preparation of the battlefield. Military police collect information and coordinate efforts with the intelligence officer to support units’ HUMIT all-source production efforts.

PHYSICAL SECURITY PLANNING


Introduction


1.  Purpose.  To identify day-to-day physical security applications and operations.

2.  General.  The security challenge is influenced partially by the geographic location, size, type, jurisdiction, and mission of the property.  Further, the procedures, plans, policies, agreements, systems and resources committed to safeguard personnel, protect property, and prevent losses also impact security.  The physical security portion of security planning is concerned with means and measures designed to achieve a strong physical security and antiterrorism/force protection (AT/FP) posture.  The program goal is to safeguard personnel and protect property by preventing, detecting, and confronting unauthorized acts.  These unauthorized acts include but are not limited to terrorism, espionage, sabotage, wrongful destruction, malicious damage, theft, and pilferage.
    

             

Classification/Security Requirements for Areas

1.  Restricted Areas.  There are three types of restricted areas, which are established in order of importance: Level Three, Level Two, and Level One restricted areas.  All restricted areas shall be posted simply as restricted areas, so as not to single out or draw attention to the importance or criticality of an area.  Restricted area designation is often associated with areas storing classified information, however there are other valid reasons to establish restricted areas to protect security interests (e.g., assets/areas identified as mission critical/ sensitive; AA&E; nuclear material; protection of certain unclassified chemicals, precious metals or precious metal-bearing articles; funds; drugs; or articles having high likelihood of theft).
                                                           
    
a.  Level Three.  The most secure type of restricted area, it may be within less secure types of restricted areas.  It contains a security interest that if lost, stolen, compromised or sabotaged would cause grave damage to the command mission or national security.  Access to the Level Three restricted area constitutes, or is considered to constitute, actual access to the security interest or asset.

    
b.  Level Two.  The second most secure type of restricted area, it may be inside a Level One area, but is never inside a Level Three area.  It contains a security interest that if lost, stolen, compromised, or sabotaged would cause serious damage to the command mission or national security.  Uncontrolled or unescorted movement could permit access to the security interest.
   
    
c.  Level One.  The least secure type of restricted area, it contains a security interest that if lost, stolen, compromised, or sabotaged would cause damage to the command mission or national security.  It may also serve as a buffer zone for Level Three and Level Two restricted areas, thus providing administrative control, safety, and protection against sabotage, disruption, or potentially threatening acts.  Uncontrolled movement may or may not permit access to a security interest or asset. 

   
d.  Restricted areas will be designated as specified below:

       
(1) Level Three. Nuclear, biological, chemical (NBC) and special weapons research, testing, storage, and maintenance facilities. 

       
(2) Level Two.

          
(a) Aircraft hangers, ramps, parking aprons, flight lines and runways.

           
(b) Aircraft rework areas.

           
(c) Research, Development, Test, and Evaluation (RDT&E) Centers.

           
(d) Arms, ammunition and explosives (AA&E) storage facilities and processing areas (including gun parks and ammunition supply points). 


           
(e) Fuel depots and bulk storage tanks.

           
(f) Installation, depot and critical communications, computer facilities, and antenna sites.

           
(g) Installation, depot, and critical assets power stations, transformers, master valve, and switch spaces.

           
(h) Tank ramps, compounds, and housing facilities.

       
(3) Level One.

           
(a) Motor Pools.

           
(b) Fuel issue points. 

           
(c) Funds and negotiable instrument storage areas.

           
(d) Provost Marshal Office (PMO) Desk Sergeant/Dispatcher area, ESS monitoring spaces, and Military Working Dog (MWD) facility.

2.  Minimum Security Measures Required for Restricted Areas.


    
a.  Level Three.  The following minimum-security measures are required for Level Three restricted areas:

       
(1) A clearly defined and protected perimeter. The perimeter may be a fence, the exterior walls of a building or structure or the outside walls of a space within a building or structure.  If the perimeter is a fence or wall, it must be posted with restricted area signs.

       
(2) A personnel identification and access control system (an electronic control system with the capability of recording ingress and egress may be used to accomplish this requirement).  If a computer access control or logging system is used it must be safeguarded against tampering. All visitors will be logged in and out in an entry/ departure log at all times.

        
(3) Ingress and egress controlled by guards or appropriately trained and cleared personnel.  When secured, an electronic security system or security personnel must control access to the area.

        
(4) Access restricted to personnel who have duty requirements within and have been authorized in writing by the commanding officer.  Persons who have not been cleared for access to the security interest contained within a Level Three restricted area may be admitted to the facility with approval, in writing, from the commanding officer. Such persons and all visitors will be escorted by an authorized/ cleared activity escort at all times and the security interest will be protected from compromise.

        
(5) When secured, check at least once per 12-hour shift if adequately equipped with an operational Intrusion Detection System (IDS) or twice per 12-hour shift for those facilities without an IDS.  Security force personnel will check for signs of attempted or successful unauthorized entry and for other activity that could degrade the security of the Level Three restricted area.

    
b.  Level Two.  The following minimum-security measures are required for Level Two restricted areas:

       
(1) A clearly defined and protected perimeter.  The perimeter may be a fence, the exterior walls of a building or structure or the outside walls of a space within a building or structure.  If the perimeter is a fence or wall, it must be posted with restricted area signs. 

       
(2) A personnel identification and access control system (an electronic control system with the capability of recording ingress and egress may be used to accomplish this). If a computer access control or logging system is used, it must be safeguarded against tampering.  All visitors will be logged in and out in an entry/departure log at all times.

       
(3) Ingress and egress controlled by guards, 
receptionists or other appropriately trained and cleared
personnel.  When secured, an electronic security system or security personnel must control access to the area.

       
(4) Access restricted to personnel who have duty requirements within and have been authorized in writing by the commanding officer. Persons who have not been cleared for access to security interest contained within a Level Two restricted area may be admitted to the facility with approval, in writing, from the Commanding Officer.  Such persons and all visitors will be escorted by an authorized/ cleared activity escort at all times, and the security interest will be protected from compromise.

       
(5) When secured, checked once per 12-hour shift if adequately equipped with an operational IDS or twice per 12-hour shift for those facilities without an operational IDS.  Security force personnel will check for signs of attempted or successful unauthorized entry, and for other activity, which could degrade the security of the Level Two, restricted area.

 
c.  Level One.  The following minimum-security measures are required for Level One restricted areas:

        
(1) A clearly defined protected perimeter.  The perimeter may be a fence, the exterior walls of a building or structure, or the outside walls of a space within a building or structure.  If the perimeter is a fence or wall it must be posted with restricted area signs per this Manual.  

        
(2) A personnel identification and control system for those personnel assigned to the activity.

        
(3) Controlled ingress and egress.

        
(4) Controlled admission of individuals (military, civil service, contractors, and official visitors) who require access for reasons of official business, which render a service (vendors, delivery people), and other visitors as authorized by the Commanding Officer.  All visitors will be escorted and the security interest protected from compromise.

        
(5) When secured, checked once per 12-hour shift if adequately equipped with an operational IDS or twice per 12-hour shift for those facilities without an operational IDS.  Security force personnel will check for signs of attempted or successful unauthorized entry, and for other activity, which could degrade the security of the Level One, restricted area.   

3.  Personnel and Vehicle Administrative Inspections.  All instructions designating restricted areas shall include procedures for conducting inspections of persons and vehicles entering and leaving such areas.  To be effective, administrative vehicle and personnel inspection operations  must be conducted on a random basis.  The activity security officer will ensure they are conducted.  Procedures will be coordinated with the cognizant staff judge advocate and approved, in writing, by the installation commander/ commanding officer or authorized representative. 

4.  Waterway Security.  Commanding officers will make every effort to coordinate protection of adjacent waterway areas with the proper agency.  Commanding officers will review operations and/or security plans to ensure areas of responsibility/ jurisdiction are properly identified. Liaison between security personnel and local waterway officials should be maintained to ensure designation of limited waterway areas and procedural aspects are kept current. 

5.  Non-Restricted Areas.  A non-restricted area is an area under the jurisdiction of an organization where access is either minimally controlled or uncontrolled.  Such an area may be fenced, or open to uncontrolled movement of the general public. An example of a non-restricted area is a visitor or employee parking lot that is open and unattended by guards.  After working hours it may be closed, patrolled, and converted to a restricted area.  Another example is a personnel office where the general public is authorized access during working hours without being required to check in or register with duty personnel.  A non-restricted area may be enclosed by a fence or other barrier.  Access is normally minimally controlled.  In most cases further security authorization, such as a security clearance would not be required for access.  An off base housing area would normally be considered a non-restricted area.  Non-
restricted areas will not be located inside restricted areas.
Physical Security Plan

1.  Purpose.  State the purpose of the plan.

2.  General.  Mission and size of the installation, average population of Marines and family members, overall daily population including civilian personnel.  

3.  Area Security.  Identify overall size of the installation, to include inhabited and uninhabited areas. Identify restricted and non-restricted areas, buildings, and other structures considered critical.  Provide requirements for resource protection and established priorities for their protection.

4.  Control Measures.  Detail established restrictions on ingress/egress into critical areas (e.g., guards, badge systems, etc.) in accordance with applicable orders.

    
a.  Access Control.                                               
       
(1) Installation access control requirements.

          
(a) Individual.                               
                                               
              

1.  Military personnel. 

              

2.  Family members.

              

3.  Civilian Employees.

              

4.  Maintenance personnel

              

5.  Contractor personnel.

              

6.  Vendors.

          
(b) Vehicle.  (Registration, including state and/or host country.  Policy on administrative inspection of military and privately owned vehicles.              


(2) Restricted and non-restricted areas.

      
(a) Restricted area access requirements for  

individuals:  

               
1.  Military personnel.

               
2.  Family members.

               
3.  Civilians.

               
4.  Maintenance.

               
5.  Contractors.

               
6.  Vendors.

           
(b) Restricted area access requirements for

vehicles:                                   
               
1.  Military and government owned vehicles.

               
2.  Privately owned vehicles.

               
3.  Emergency vehicles.

               
4.  Taxis, buses, etc.


b.  Material Control

       
(1) Inbound

          
(a) Requirements for admission of material and supplies.

          
(b) Search and inspection of material for  

possible sabotage/terrorist hazards.

          
(c) Special controls on delivery of supplies  
and/or personnel shipments in restricted areas. 

          
(d) Established controlled holding areas and  safe havens for classified, AA&E, and hazardous material.

        
(2) Outbound

          
(a) Required documentation. 

          
(b) Transfer areas for controlled, classified,
AA&E, and hazardous material.


5.  Aids to security.

    
a. Protective barriers.

       
(1) Natural.

       
(2) General.

           
(a) Fencing.  

               
1.  Clear zone requirements.

               
2.  Maintenance.

               
3.  Perimeter ingress/egress points (gates).

               
4.  Gatehouses. (Location, hours of 
operation, construction) 

       
(3) Specific barriers.


           
(a) Stationary

               
1.  Type.

               
2.  Current placement.

               
3.  Maintenance requirements.

           
(b) Mobile

               
1.  Type.

               
2.  Current placement and/or staging area.

               
3.  Deployment schedule.

               
4.  Support requirements for deployment.

               
5.  Maintenance requirements.

    
b.  Protective Lighting

        
(1) Placement.

        
(2) Maintenance.

        
(3) Power failure contingency plan.

        
(4) Uninterrupted power sources.

        
(5) Emergency lighting systems.

            
(a) Stationary.

            
(b) Mobile.

                
1.  Staging Area.

                
2.  Maintenance requirements.

                
3.  Deployment schedule.

                
4.  Support requirements for deployment.

    
c.  Electronic security systems

       
(1) Alarm control center.

       
(2) Use and monitoring.

       
(3) Alarm response policy.

       
(4) Alarm response drills.

       
(5) Training requirements.

       
(6) Component testing requirements.

       
(7) Component testing schedule.

       
(8) Maintenance responsibilities.

       
(9) Power failure contingency plan.

       
(10) Uninterrupted power sources.

6.  Security Forces.

   
a.  Table of organization.

   
b.  Tour of duty.

   
c.  Posts.

       
(1) Stationary.

       
(2) Mobile.

   
d.  Available resources (e.g., SRT, MWD, CID, Auxiliary.)

   
e.  Equipment.

       
(1) Weapons.

           
(a) Training.

           
(b) Qualification requirements.
 
       
(2) Vehicles.

       
(3) Support Equipment (hand irons, flashlight.)
      
   
f.  Communications.

       
(1) Monitoring location.

       
(2) Authorized users.

       
(3) Authorized frequencies.

       
(4) Shared frequencies.

       
(5) Mobile assets (vehicle & portable.).

       
(6) Location of support equipment (repeaters, etc.).
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